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ABSTRACT :  

Many critical e-commerce and financial services are deployed on geo-distributed data centers for 

scalability and availability. Recent market surveys show that failure of a data centre is inevitable 

resulting in a huge financial loss. Fault tolerance in distributed data centers is typically handled by 

provisioning spare capacity to mask failure at a site. We argue that the operating cost and data 

replication cost (for data availability) must be considered in spare capacity provisioning along with 

minimizing the number of servers. Since the operating cost and client demand vary across space and 

time, we propose cost-aware capacity provisioning to minimize the total cost of ownership (TCO) for 

fault-tolerant data centers. We formulate the problem of spare capacity provisioning in fault-tolerant 

distributed data centers using mixed integer linear programming (MILP), with an objective of minimizing 

the TCO. The model accounts for heterogeneous client demand, data replication strategies (single and 

multiple sites), variation in electricity price and carbon tax, and delay constraints while computing the 

spare capacity. Solving the MILP using real-world data, we observed a saving in the TCO to the tune of 

35% compared to a model that minimizes the total number of servers and 43% compared to the model 

that minimizes the average response time. We demonstrate that our model is beneficial when the cost 

of electricity, carbon tax, and bandwidth vary significantly across the locations, which seems to be the 

problem for most of the operators. 

I. INTRODUCTION 
 

A number of Internet services and 

applications were deployed over large scale geo-

distributed data centers. A geo-distributed data 

centre is an orchestrated collection of data 

centers, distributed across several locations and 

transparently interconnected with overlay links. 

Geo-distributed data centers offer advantages 

such as increased availability, lower access time 

for users across the globe and horizontal scale 

out against capacity constraint (electrical, 

physical space, etc.). Due to these advantages, 

several cloud providers like Amazon and content 

distribution companies such as Akamai, invest in 

building geo-distributed data centres.  

 Google has data centres across 15 

countries at more than 30 sites with an 

estimated 900,000 servers. Critical e-commerce 

and financial services running on geo distributed 

data centres (henceforth simply referred to as 

data demand high availability because of a huge 

loss of revenue associated with downtime. A 

survey by Gartner estimated that 60% of 

companies incurred a loss to the tune of 
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$250,000-$500,000 for an hour of downtime, 

and one sixth of the companies incurred a loss of 

$1 million or more. Further, the latest survey by 

Pokémon Institute showed that the frequency of 

data centre outage (complete or partial) could 

be as high as once a month with an average 

duration of three hours. It was reported to cause 

a loss of $1,734,433 per organization with an 

average cost of $690,204 per incident. Instances 

of a data centre failure at a site have been 

reported by many cloud service providers like 

Amazon, Face book, and Google.  

These failures are attributed to various 

reasons like power outages, cable cuts, software 

bugs, miss configured routers, DDoS attacks, and 

natural disasters. By high availability we mean 

that the data centre continues to deliver original 

service (may be with a degraded performance) 

after failure of a single site. This can be achieved 

by providing spare compute capacity across the 

data centres. Along with service restoration, it is 

also important that the required data is available 

at an alternate location after failure. This is 

handled by replication of data according to a 

predetermined policy. There are two options 

possible for data replication namely, single site 

replication and multiple site replication. In single 

site replication, the data is replicated to another 

nearby data centre. 

 If the replicated site is overloaded, client 

requests are directed to any other data centre 

meeting the latency requirement.  

The data would be pulled from the 

replica, which results in greater latency and 

bandwidth cost (we call this a post failure 

penalty). In order to ensure co-location of data 

with the computer servers, the data is often 

replicated at multiple sites. However, multi-site 

replication involves large replication cost since 

the data centre operators are typically charged 

for the number of bytes transferred and/or the 

bandwidth cost between the replication sites. 

Therefore, the replication cost should be 

considered while designing the data centres for 

high availability. 

In summary, designing a fault-tolerant, 

highly available, distributed data centre 

involves minimizing the spare capacity 

(number of servers) across the data centres 

considering the cost of power consumed and 

data replication, subject to a set of 

constraints related to client demand, delay 

bound, and the power and capacity 

available. We call this problem cost-aware 

capacity provisioning (CACP) wherein, the 

main challenges to minimize the total cost of 

ownership (TCO) for data centre operators 

by leveraging the spatial-temporal variation 

in electricity price and user demand. 
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II. Existing System 
 

 Market surveys show that failure of a data 

centre is inevitable resulting in a huge financial 

loss. Fault tolerance in distributed data centres is 

typically handled by provisioning spare capacity 

to mask failure at a site. We argue that the 

operating cost and data replication cost (for data 

availability) must be considered in spare capacity 

provisioning along with minimizing the number 

of servers. Since the operating cost and client 

demand vary across space and time. 

III. Proposed solution 
 

We propose cost-aware capacity provisioning to 

minimize the total cost of ownership (TCO) for 

fault tolerant data centers. We formulate the 

problem of spare capacity provisioning in fault-

tolerant distributed data centres using mixed 

integer linear programming (MILP), with an 

objective of minimizing the TCO. The model 

accounts for heterogeneous client demand, data 

replication strategies (single and multiple sites), 

variation in electricity price and carbon tax, and 

delay constraints while computing the spare 

capacity. Solving the MILP using real-world data, 

we observed a saving in the TCO to the tune of 

35% compared to a model that minimizes the 

total number of servers and 43% compared to 

the model that minimizes the average response 

time. 

IV. IMPLEMENTATION 
MILP MODEL FORMULATION 

A. Assumptions 
 

The following assumptions were made in the 
model. 

 We assumed that the failure of the 
data center at a site is an independent 
process, i.e., data centers are not 
susceptible to common disaster 

situations [20]. For example, a power 
outage, building fire or any local 
disaster at one data center location 
will not effect the remaining data 
centers. 

 

 Data replication happens with any 
popular geo-distributed data 
replication strategy. 

 

 Failure detection and request re-
routing is handled by the front-end 
proxy. 

 

 Data centers are connected using 
dedicated virtual links and the cost of 
the data transfer is based on the actual 
usage. 

 

 The demand from a client region is 
proportional to the population. 
Propagation delay within the client 
region is assumed to be negligible. 

 

 All the servers have similar 
configurations and can serve requests 
for any service. However, the 
response sizes can be variable. 
 

B. System Model 
 

In this section, we define the variables and 

cost models  used in the formulation. Table II 

lists all the input parameters, variables, and 

cost factors in the model Failures: Let S 

denote the set of data centers. The data 

centers are indexed between 1 and |S|. We 

use an index variable f to represent the failure 

of a data center. f takes values from the set f 

{0; |S|}, where f = 0 indicates the case of no 

failure and f = s indicates that the data center 

indexed s e {1, 2,….,|S|} has failed. We 

assume that the probability of a single data 

center failure, i.e., f != 0, is very small. 
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V. SCREEN SHOTS 
5.1 User Requested Files 

 

User Requested Files 

5.2  View Requests 

 

View Requests 

5.3 Controller 

 

Controller 

5.4 Graph 

 

Graph 

IV CONCLUSION 

 The problem of cost-aware capacity 

provisioning for geo-distributed data centres 

capable of masking single data centre failure. We 

prove that this problem is NP-hard and proposed 

an MILP formulation to reduce the TCO. The 

proposed model is observed to be better than 

the MS and CDN models due to its ability to 

multiplex demand considering the spatio-

temporal variation in the electricity prices and 

the demand. We also modelled different 

approaches to serve heterogeneous demand and 

data replication. Numerical results demonstrated 

that the approach of minimizing the TCO is 

beneficial when the electricity price varies 

significantly, which appears to be the case for 

most of the cloud providers operating geo-

distributed data centres. The CACP model 

achieves a cost reduction of up to 34% and 50% 

when compared to the MS and CDN models, 

respectively. Our model is also useful to study 

the effect of the replication cost on the TCO for 

planning distributed data centres. 
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Distributed computing brings awesome 

accommodation for individuals. Especially, it 

flawlessly coordinates the expanded need of 

sharing information over the Internet. In this 

paper, to assemble a financially savvy 

furthermore, secure information sharing 

framework in distributed computing, we 

proposed a thought called RS-IBE, which bolsters 

personality repudiation and cipher text refresh 

at the same time with the end goal that a 

repudiated client is kept from getting to already 

shared information, and in addition 

consequently shared information. Besides, a 

solid development of RS-IBE is exhibited. The 

proposed RS-IBE plot is demonstrated versatile 

secure in the standard display, under the 

decisional ℓ-DBHE supposition. The correlation 

comes about exhibit that our plan has favorable 

circumstances as far as proficiency and 

usefulness, and along these lines is more 

plausible for handy applications. 

VI. FUTURE SCOPE 

 The data centres infrastructure including 

interconnection network, storage and servers 

should be able to handle big data applications in 

an energy-efficient way. Finally, the current and 

future trends for data centres in particular with 

respect to energy consumption to support big 

data analytics will be discussed. The data centre 

may be vertically scaled and equipped with more 

and faster hardware, processors, and memory to 

be able to handle large future workloads. 

Furthermore, horizontal scaling distributes the 

work across many servers which is an 

economical way to increases the performance 

compared with vertical scaling. 
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