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Abstract: Distributed computing considers the scenario where a number of distinct, yet connected, computing 
devices (or parties) wish to carry out a joint computation of some function. The aim of secure multiparty 
computation is to enable parties to carry out such distributed computing tasks in a secure manner. Two 
important requirements on any secure computation protocol are privacy and correctness. The privacy 
requirement states that nothing should be learned beyond what is absolutely necessary; more exactly, parties 
should learn their output and nothing else. The correctness requirement states that each party should receive its 
correct output. In this paper, the practical experiment using Secure Multiparty Computation to implement a 
secure auction is reported. The system that was implemented is clearly described and its performance is 
evaluated. The results confirmed that the proposed scheme is extremely effective when compared to the existing 
schemes. 

Key words: Association Rule Mining; Distributed Data Mining; Frequent Pattern Growth; Privacy Preserving 
Data Mining (PPDM); Secure Multiparty Computation (SMC). 

I. INTRODUCTION 

Distributed Data Mining (DDM) has been very active and enjoying a growing amount attention since its 
inception. Distributed computing plays an important role in the data mining process for several reasons. First, 
Data mining often requires huge amounts of resources in storage space and computation time. To make systems 
scalable, it is important to develop mechanisms that distribute the work load among several sites in a flexible 
way. Second, data is often inherently distributed into several databases, making a centralized processing of this 
data very inefficient and prone to security risks. Distributed Data Mining explores techniques of how to apply 
Data Mining in a non-centralized way [1]. 

Privacy Preserving Data Mining (PPDM) in a broad sense has been an area of research since 1991 [2] both in 
the public and private [3] sector and has also been discussed at numerous workshops and international 
conferences [4]. Currently the research is mainly directed towards development of technical methods, such as 
application of cryptography or the development of specialized algorithms to meet security and privacy 
requirements for different data mining methods, such as classification or categorization. Privacy-preserving data 
mining considers the problem of running data mining algorithms on confidential data that is not supposed to be 
revealed even to the party running the algorithm. There are two classic settings for privacy-preserving data 
mining. In the first, the data is divided among two or more different parties, and the aim is to run a data mining 
algorithm on the union of the parties' databases without allowing any party to view anyone's private data. 

In the second, some of statistical data were to be released. It may contain confidential data and so it is first 
modified so that (a) the data does not compromise anyone's privacy, and (b) it is still possible to obtain 
meaningful results by running data mining algorithms on the modified data set. In this paper, the system will 
mainly refer to scenarios of the first type. The problem of privacy-preserving data mining has numerous 
applications in homeland security, medical database mining, and customer transaction analysis. Some of these 
applications such as those involving bio-terrorism and medical database mining may intersect in scope. 

This paper presented a method to mine horizontally partitioned data without violating privacy and shows how to 
use the data mining results in a privacy preserving way. The methods incorporate cryptographic techniques to 
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minimize the information shared i.e., multiparty security model, while adding as little as possible overhead to 
the mining and processing task. 

1.1. Objectives 

The proposed method concern about the computation of secured mining of association rules over horizontally 
partitioned data. The proposed scheme, assume that some user are allowed to see some of the data, just that no 
one is allowed to see all the data. The users are able to get exact, rather than approximate, results. In the 
proposed method of horizontal partitioning each site has a set of complete transactions. In relational terms, with 
horizontal partitioning the relation to be mined is the union of the relations at the sites. The primary goal of data 
privacy is the protection of personally identifiable information. In general, information is considered personally 
identifiable if it can be linked, directly or indirectly, to an individual person. Thus, when personal data are 
subjected to mining, the attribute values associated with individuals are private and must be protected from 
disclosure. Miners are then able to learn from global models rather than from the characteristics of a particular 
individual. The goal of this paper is not only to protect personally identifiable information but also some 
patterns and trends that are not supposed to be discovered. 

II. RELATED WORKS 
2.1. The Randomization Method 

The randomization method has been traditionally used in the context of distorting data by probability 
distribution for methods such as surveys which have an evasive answer bias because of privacy concerns [5, 6]. 
This technique has also been extended to the problem of privacy-preserving data mining [7].Suppose there is 
one central server, for example, of a company, and many customers, each having a small piece of information. 
The server collects the information and performs data mining to build an aggregate data model. The 
randomization approach [6] protects the customers’ data by letting them randomly perturb their records before 
sending them to the server, taking away some true information and introducing some noise. At the server’s side, 
statistical estimation over noisy data is employed to recover the aggregates needed for data mining. Noise can be 
introduced, for example, by adding or multiplying random values to numerical attributes [7] or by deleting real 
items and adding bogus items to set-valued records [8,9]. Given the right choice of the method and the amount 
of randomization, it is sometimes possible to protect individual values while estimating the aggregate model 
with relatively high accuracy. 

A popular privacy definition to characterize randomization has its roots in the classical secrecy framework [10] 
and in the work on disclosure risk and harm measures for statistical databases [11] but received its current 
formulation recently [12-14]. To deal with the uncertainty arising from randomization, the data miner’s 
knowledge (belief) is modeled as a probability distribution. One advantage of randomization is that privacy 
guarantees can be proven by just studying the randomization algorithm, not the data mining operations. One 
disadvantage is that the results are always approximate; high-enough accuracy often requires a lot of 
randomized data [15]. 

2.2. The K-Anonymity Framework 

In many applications, the data records are made available by simply removing key identifiers such as the name 
and social-security numbers from personal records. However, other kinds of attributes (known as pseudo-
identifiers) can be used in order to accurately identify the records. In k-anonymity techniques [16], we reduce 
the granularity of representation of these pseudo-identifiers with the use of techniques such as generalization 
and suppression. In the method of generalization, the attribute values are generalized to a range in order to 
reduce the granularity of representation. For example, the date of birth could be generalized to a range such as 
year of birth, so as to reduce the risk of identification. 

In the method of suppression, the value of the attribute is removed completely. It is clear that such methods 
reduce the risk of identification with the use of public records, while reducing the accuracy of applications on 
the transformed data. Privacy can be preserved by simply suppressing all sensitive data before any disclosure or 
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computation occurs. However, the analysis may be difficult if the choice of alternative suppressions depends on 
the data being suppressed, or if there is dependency between disclosed and suppressed data. Suppression cannot 
be used if data mining requires full access to the sensitive values. Suppression can also be used to protect from 
the discovery of certain statistical characteristics, such as sensitive association rules, while minimizing the 
distortion of other data mining results. Many related optimization problems are computationally intractable, but 
some heuristic algorithms were studied [17, 18]. 

2.3. The L-Diversity Method 

Recently, several authors have recognized that k-anonymity cannot prevent attribute disclosure. Consider the 
case when all the values for a sensitive attribute within a group of k records are the same. Therefore, even 
though the data is k-anonymized, the value of the sensitive attributes for that group of k records can be predicted 
exactly. The notion ofl-diversity has been proposed to address this; l -diversity requires that each equivalence 
class has at least l well-represented values for each sensitive attribute. 

The t-closeness model is a further enhancement on the concept of l-diversity. One characteristic of the l -
diversity model is that it treats all values of a given attribute in a similar way irrespective of its distribution in 
the data. This is rarely the case for real data sets, since the attribute values may be very skewed. This may make 
it more difficult to create feasible l–diverse representations. Often, an adversary may use background knowledge 
of the global distribution in order to make inferences about sensitive values in the data. Furthermore, not all 
values of an attribute are equally sensitive. For example, an attribute corresponding to a disease may be more 
sensitive when the value is positive, rather than when it is negative. A t-closeness model is the one which uses 
the property that the distance between the distributions of the sensitive attribute within an anonymized group 
should not be different from the global distribution by more than a threshold t. 

2.4. Distributed Privacy-Preserving Data Mining 

The key goal in most distributed methods for privacy-preserving data mining is to allow computation of useful 
aggregate statistics over the entire data set without compromising the privacy of the individual data sets within 
the different participants. Thus, the participants may wish to collaborate in obtaining aggregate results, but may 
not fully trust each other in terms of the distribution of their own data sets. T he problem of distributed privacy-
preserving data mining overlaps closely with afield in cryptography for determining secure multi-party 
computations. A broad overview of the intersection between the fields of cryptography and privacy-preserving 
data mining maybe found in [19]. The broad approach to cryptographic methods tends to compute functions 
over inputs provided by multiple recipients without actually sharing the inputs with one another. For example, in 
a 2-party setting, Alice and Bob may have two inputs x and y respectively, and may wish to both compute the 
function f(x, y) without revealing x or y to each other. 

III. PROBLEM DEFINITION 

The problem based on secure multiparty computation carried out with grocery detailed datasets of three different 
grocery shops and uses FP-Tree algorithm under association rule mining to generate rules and the final steps to 
maintain privacy. Mining frequent patterns from large databases plays an essential role in many data mining 
tasks and has broad applications. Most of the previously proposed methods adopt apriori-like candidate-
generation-and-test approaches. However, those methods may encounter serious challenges when mining 
datasets with prolific patterns and / or long patterns. In this work, we develop a class of novel and efficient 
pattern-growth methods for mining various frequent patterns from large databases. Pattern-growth methods 
adopt a divide-and-conquer approach to decompose both the mining tasks and the databases. 

A comprehensive performance study shows that pattern-growth methods like FP-growth is efficient and 
scalable. It is faster than some recently reported new frequent pattern mining methods. Interestingly, pattern 
growth methods are not only ancient, but also effective. Frequent pattern mining plays an essential role in many 
data mining tasks, such as mining association rules. Thus, effective and efficient frequent pattern mining is an 
important and interesting research problem. In this paper, we study the problem of efficient and effective 
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frequent pattern mining, as well as some of its extensions and applications. In particular, we make the following 
contributions. We systematically develop a pattern-growth method for frequent pattern mining. A novel 
algorithm, FP-growth, is proposed for efficiently mining frequent patterns from large dense datasets. We extend 
the pattern-growth method to allow the mining of sequential patterns. Our study shows that pattern-growth 
methods are more efficient in mining large sequence databases. Interesting techniques are developed to solve the 
sequential pattern mining problem effectively. 

3.1. Association Rule Mining 

In data mining, association rule mining is a popular and well researched method for discovering interesting 
relations between variables in large databases. Based on the concept of strong rules, Agrawal [20] introduced 
association rules for discovering regularities between products in large scale transaction data recorded by point-
of-sale (POS) systems in supermarkets. Association rule mining finds interesting associations and/or correlation 
relation-ships among large sets of data items [20]. Association rules show attribute value conditions that occur 
frequently together in a given dataset. A typical and widely-used example of association rule mining is Market 
Basket Analysis [21]. 

For example, data are collected using bar-code scanners in supermarkets. Such market basket databases consist 
of a large number of transaction records. Each record lists all items bought by a customer on a single purchase 
transaction. Managers would be interested to know if certain groups of items are consistently purchased 
together. They could use this data for adjusting store layouts (placing items optimally with respect to each 
other), for cross-selling, for promotions, for catalogue design and to identify customer segments based on 
buying patterns. Association rules provide information of this type in the form of “if-then” statements. These 
rules are computed from the data and, unlike the if-then rules of logic, association rules are probabilistic in 
nature. In addition to the antecedent (the “if” part) and the consequent (the “then” part), an association rule has 
two numbers that express the degree of uncertainty about the rule. In association analysis the antecedent and 
consequent are sets of items (called itemsets) that are disjoint (do not have any items in common).The first 
number is called the support for the rule. The support is simply the number of transactions that include all items 
in the antecedent and consequent parts of the rule (the support is sometimes expressed as a percentage of the 
total number of records in the database). 

The other number is known as the confidence of the rule. Confidence is the ratio of the number of transactions 
that include all items in the consequent as well as the antecedent (namely, the support) to the number of 
transactions that include all items in the antecedent. 

Association rules are required to satisfy a user-specified minimum support and a user-specified minimum 
confidence at the same time. To achieve this, association rule generation is a two-step process. First, minimum 
support is applied to find all frequent itemsets in a database. In a second step, these frequent itemsets and the 
minimum confidence constraint are used to form rules. While the second step is straight forward, the first step 
needs more attention. 

Finding all frequent itemsets in a database is difficult since it involves searching all possible itemsets (item 
combinations).Use of efficient algorithms (e.g., Apriori and Eclat [22,23] ) can find all frequent itemsets. 

3.2. Frequent Pattern Growth (FP-Growth) Algorithm 

Frequent pattern mining is the basis of association rule mining. Given a list of transactions, frequent pattern 
mining returns a complete set of items that occur more than a threshold of times. One of the fastest and most 
popular algorithms for frequent pattern mining is the FP-tree [24] algorithm. 

Fp-Tree Construction 

An FP-Tree is a prefix tree for transactions. Each path of the tree represents a set of transactions that share the 
same prefix, and each node corresponds to one item. In addition, all nodes referring to the same item are linked 
together in a list, so that all transactions containing a specific item can easily be found and counted by traversing 
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this list. This list is accessible through a head element, which also records the item’s total number of 
occurrences in the database. Figure 1 shows the FP-Tree. 

 

Figure 1: FP-Tree 

Frequent pattern mining means to look for sets of items that occur more than a predefined threshold of times in 
these transactions. More formally, it is defined [24] as: Let I  be a set of items, and a transaction database DB = 
{T1, T 2, …, T n }, where T i is a transaction which contains a set of items in I. The support (or occurrence 
frequency) of a pattern A, which is a set of items, is the number of transactions containing A in DB.A, is a 
frequent pattern if A’s support is no less than a predefined minimum support threshold S. Given a transaction 
database DB and a minimum support threshold, S, the problem of finding the complete set of frequent patterns 
is called the frequent pattern mining problem. 

Frequent Pattern Mining Problem 

Frequent pattern mining is one of the most fundamental data mining tasks. It is used besides several applications 
mainly in association rule mining algorithms. This section formally introduces the problem of association rule 
mining and defines the most important terms in this field. The association rule mining problem is defined as 
follows. 

Following the original definition by Agrawal [20] the problem of association rule mining is defined as: Let 
 be a set of n binary attributes called items. Let D= {t 1, t 2, …, t n }  be a 

set of transactions called the database. Each transaction in D has a unique transaction ID and contains a subset 
of the items in I. 

A rule is defined as an implication of the form where , and .The sets of items (for 

short itemsets) X and Y are called antecedent (left-hand-side or LHS)and consequent (right-hand-side or RHS) 
of the rule respectively. Let be the complete set of items appearing in the transactions, where n 

denotes the maximum number of items. An itemset is a non-empty subset of I, and if the length of the itemset is 
k, then it is called k- itemset. A transaction T is a set of items such that T Í I. 

Each transaction in the database has an identifier, called TID. A transaction T contains an itemset X if and only 
if X Í T. The support of the itemset X, denoted as α (X), isdefined as the percentage of the transactions in the 
database which contain X. 

An association rule is an implication of the form  where both X and Y are itemsets, and there exists no 

item which appears both in X and in Y, formally, , and . An association rule has two 

properties: the support and the confidence. The support of the rule  equals to the support of the itemset 

XY. The confidence, denoted with C, is the percentage of the transactions in the database containing X that also 
contain Y. This is taken as a conditional probability, P(Y |X).In order to reduce the search space and to discover 
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only those rules which can be interesting for the user, two thresholds are introduced, the minimum support and 
the minimum confidence thresholds. An itemset is frequent if its support exceeds a user-defined minimum 
support threshold, α min. However the support and the minimum support threshold are defined as percentage, 
the algorithms convert them to an integer value (sup) using the number of transactions N. In this way calculating 
the support of the itemset is only counting its occurrences in the transactions, and it can be easily compared to 
the integer minimum occurrence threshold (minsup). The rules are created only from frequent itemsets. The rule 
is only a valid rule if its confidence exceeds the minimum confidence threshold (minconf). 

IV. METHODOLOGY 

A truly secure SMC protocol doesn’t reveal any information other than its input and output or any information 
polynomial computable from it, but care in performing these tasks is required, as this itself might be a privacy 
breach. As a trivial example, consider securely computing the sum of local numbers. For two parties, the sum 
reveals the other party’s input there’s no way to avoid that, so it’s necessary (even before starting data mining) 
to analyse whether the input and output taken together could reveal too much information. 

Once a protocol is developed, the system must prove its security. Because all interaction occurs through the 
messages sent and received, the system simulates the views of all the parties by simulating the corresponding 
messages. If the system can simulate these messages, then the system can easily simulate the entire protocol just 
by running it. The key is that the simulation need not exactly duplicate the messages sent. Instead, the system 
uses a notion from cryptography, the same message can be encrypted with different keys to look different, even 
though they represent the same message. In the context of SMC, multiple executions of a protocol on the same 
input may exchange different messages, governed by random choices made by the parties (analogous to the 
choice of keys in cryptography). The protocol is secure if the messages generated over many runs of it are 
indistinguishable from the messages generated over many runs of the simulator. 

4.1. Multi-Party Computation 

In Multi-Party Computation (MPC), a given number of participant’s each have a private data, 

respectively . The participants want to compute the value of a public function F on N variables at 

the point ( ). An MPC protocol is dubbed secure if no participant can learn more from the 

description of the public function and the result of the global calculation than what he/she can learn from his/her 
own entry under particular conditions depending on the model used. 

The security of an MPC rely on: 

 It can be computational (i.e. based on some mathematical problem, like factoring) or unconditional 
(usually with some probability of error which can be made arbitrarily small). 

 The model in which the scheme is described might assume that participants use a synchronized 
network (a message sent at a “tick” always arrives at the next “tick”), that a secure and reliable 
broadcast channel exists, that a secure communication channel exists between every pair of participants 
(an adversary cannot read, modify or generate messages in the channel), etc. 

 The centrally controlled adversary considered can be passive (only allowed to read the data of a certain 
number of participants) or active (can corrupt the execution protocol or a certain number of 
participants). 

Secure MPC provides solutions to various real-life problems such as distributed voting, private bidding and 
auctions, sharing of signature or decryption functions, private information retrieval, etc., 

4.2. Secure Multiparty Computation 

Secure Multiparty Computation (SMC) provides an alternative family of approaches that can effectively protect 
the sensitive data. SMC considers a set of collaborators to collectively mine their data but are unwilling to 
disclose their own datasets to each other. As it turns out, this distributed privacy preserving data mining problem 
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can be reduced to the secure computation of a function based on distributed inputs and is thus solved by using 
cryptographic approaches. In SMC, each party contributes to the computation of the secure function by 
providing its private input. A secure cryptographic protocol that is executed among the collaborating parties 
ensures that the private input that is contributed by each party is not disclosed to the others. Most of the applied 
cryptographic protocols for multi-party computation result to some primitive operations that have to be securely 
performed: secure sum, secure set union, and secure scalar product. 

The operation of the secure protocols in the course of distributed privacy preserving data mining depends highly 
on the existing distribution of the data in the sites of the collaborators. Two types of data distribution have been 
so far investigated: In a horizontal data distribution, each collaborator holds a number of records and for each 
record he/she has knowledge of the same set of attributes as his/her peers. On the other hand, in a vertical 
partitioning of the data, each collaborator is aware of different attributes referring to the same set of records. 

V. EXPERIMENTAL SETUP 

The task of mining association rules over market basket data [20] is considered a core knowledge discovery 
activity since it provides a useful mechanism for discovering correlations among items belonging to customer 
transactions in a market basket database. The association rule-mining problem was discussed in further sections. 

The distributed mining of association rules over horizontally partitioned data consists of sites (parties) with 
homogeneous schema for records that consists of transactions. Obviously we could use our protocol to bring all 
transactions together and then let each party apply an association-rule mining algorithm (Apriori or FP-tree, for 
example) to extract the association rules. This approach is reasonably secure for some settings, but parties may 
learn about some transactions with other parties. Ideally, it is desirable to obtain association rules with support 
and confidence over the entire joint database without any party inspecting other parties’ transactions [25]. 
Computing association rules without disclosing individual transactions is possible if we can have some global 
information. 

To illustrate the concepts, we use a small example from the supermarket domain. The set of items is I = {milk, 
bread, butter, beer}. An example rule for the supermarket could be{milk, bread}  {butter} means that if milk 

and bread is bought, customers also buy butter. This example is extremely small. In practical applications, a rule 
needs a support of several hundred transactions before it can be considered statistically significant, and datasets 
often contain thousands or millions of transactions. To select interesting rules from the set of all possible rules, 
constraints on various measures of significance and interest can be used. The best-known constraints are 
minimum thresholds on support and confidence. 

The support supp(X) of an itemset X is defined as the proportion of transactions in the data set which contain 
the itemset. In the example database, the itemset{milk,bread,Butter} has a support of 1 / 5 = 0.2 since it occurs 
in 20% of all transactions(1 out of 5 transactions).The confidence of a rule is defined in Equation (1). 

                               (1) 

VI. RESULTS AND DISCUSSIONS 

Cryptographic tools can be used to do data mining that would otherwise be prevented due to security concerns. 
The developed project has given procedures to mine distributed association rules on horizontally partitioned 
data. The two party cases pose difficulties. If the system have only two parties, knowing that a rule is supported 
globally and not supported at one’s own site reveals that the other site supports the rule. This is true no matter 
how secure computation, it is an artifact of the result. Thus extending to secure computation in the two party 
cases is unlikely to be of use. 

Another problem is with collusion. In Protocol sites can collude to learn the value of a single site, as the 
problem reduces to two parties. This is simply a problem with releasing the result, as the colluding parties can 
simply generate no input values, and the result is exactly the compromised parties values, regardless of the 
protocol used. However, if the system has an honest majority the system can avoid compromise. Since each site 
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encrypts its values before exchanging them, the only way of using the protocol to reveal values is to maintain a 
correspondence between the encrypted values and the final results. When each site decrypts the results, it can 
scramble the order. Thus the only option for the dishonest collaborators is to have seen the partially encrypted 
values before, so they can be separated from the target’s values. 

The target’s values were never seen without encryption by the target before, so the only separation is to be able 
to recognize all encrypted values other than those of the target. Properly ordering encryption and decryption 
among the honest majority can prevent this. The end result is achieved by summation of the partial results. 
Again this can be done with an honest majority, however at increased communication cost. The Table 1 shows 
that secure multiparty computation is better for mining large database than the cryptographic technique such as 
encryption and decryption. The FP Tree Algorithm provides better result for the multiparty case than a two party 
case’s. In this paper, the final output showed that distributed association rule mining can be done efficiently 
under reasonable security assumptions using secure multiparty computation. 

Table 1: Comparison of Cryptographic Techniques 

 
 
 
 

Data Sets 

 
Association Mining - FP Tree Algorithm 

 
Time taken for rule 

generation 

 
Memory Utilization 

 
Encryption 

and 
Decryption 
(in seconds) 

 
SMC 

(in 
seconds) 

Encryptio
nand 

Decryptio
n 

(in bytes) 

 
SMC 

(in bytes) 

Grocerydata 1 
(Real time data from 
Chinthamani super market, 
Erode) 

 
 

4.99  
 

 
 

0.52  

 
 

2492  

 
 

258  

Grocerydata 2 
 (Real time data from 
Sakthi super market, 
Erode) 

 
 

5.06  

 
 

0.17  

 
 

2531  

 
 

86  

Market Basket 
(From UCIRepository, 
website) 

 
 

2.89  

 
 

0.16  

 
 

1445  

 
 

78  
 

The results for Grocery data 1 is shown in the following figures. 

 
 

Figure 1. Grocery data 

 
 

Figure 2: Encryption Process of Grocery          
Data-1Dataset 
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Figure 3: Support Value >= 0.3 to find Frequent Itemsets 

of Grocery Data 1Dataset 
 

 
 
 

Figure 5: Rule Generation in Decryption Process 

 
Figure 6: Displaying Transaction Database in SMC process of Grocery Data 1Dataset 

 

It is evident from the results that the proposed scheme is extremely efficient when compared the existing 
systems. 

VII. CONCLUSION& FUTURE WORKS 

Cryptographic protocols for secure computation achieved remarkable results: it was shown that generic 
constructions can be used to compute any function securely, and it was also demonstrated that some functions 
can be computed even more efficiently using specialized constructions. The proposed secure protocol (SMC) for 
computing a certain function is more effective than a naive protocol that does not provide any security. 

It is obtained that need for data mining in presence of privacy concerns will increase. The proposed system 
(SMC) model experimentation includes knowledge discovery among intelligence services of different grocery 
stories and collaboration among corporations without revealing trade secrets. Even within a single store 
company, privacy laws in different jurisdictions may prevent sharing individual data. It is believed that need for 
data mining in presence of privacy concerns will increase. The paper would like to enhance in the future, 
regarding the secure algorithms for classification, clustering, etc. Another possibility is secure approximate data 
mining algorithms. Allowing error in the results may enable more efficient algorithms that maintain the desired 
level of security. The secure data transformation computation definitions from the data alteration domain may 
be too restrictive for the purposes. More suitable security definitions that allow parties to choose their desired 
level of security are needed, allowing efficient solutions that maintain the desired security. 
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