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Abstract 

The method of single and multiple antenna transmission system is used to inspect the non-

orthogonal multiple access (NOMA) security in the physical layer. This can be invoked with the 

help of stochastic geometry in large scale networks. The dual antenna system helps the base 

station (BS) to have communication with the where the base station (BS) communicates with 

indiscriminately circulated NOMA users. The base station is surrounded by the protected zone to 

create a non eaves dropping zone with the integration of suspicious arrangement of the channels 

of the NOMA users in single antenna system. The security is more enhanced by the creation of 

artificial noise at the base station in the multiple-antenna system. Hence there is a necessity of 

providing security among single and multiple antennas. To attain the high level of security, the 

single and multiple antennas must be developed with Principal Component Analysis (PCA) and 

Independent Component Analysis (ICA). The NOMA user network security performance needs 

to be enhanced by the secure zone and this can be attained by PCA and ICA. The intrusion 

detection is more popular in security concerned systems. The principal component analysis plays 

the major role in conversion of related variables into unrelated variables and these principal 

components may be quite lower than the source components. The PCA and ICA represents a 

more controlling geometric signal processing method which helps in the areas of intrusion 
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detection and the detection of unauthorized manipulation inside the networks. Both the PCA and 

ICA are the most promising methods in the attainment of accuracy. The PCA and ICA are 

employed to minimize the high dimensionality data and then the intrusion detection is dealt in 

low dimensional region space and the system resources with more accuracy and efficiency. The 

old as well as recently occurring attacks can also be detected using PCA and ICA. 

Keywords: NOMA, single antenna, multiple antennas, PCA and ICA. 

1. Introduction 

The unparalleled growth of recent smart devices of Internet-enabled system, applications and 

their services are accelerating the fifth generation (5G) networks progression, that endeavor for 

the significantly maximizing the throughput level of the fourth generation (4G) networks. 

Adding to the technologies like large-scale multiple-input multiple-output (MIMO) solutions, 

millimeter wave and heterogeneous networks and novel multiple access (MA) techniques has to 

be enhanced for the spectral efficiency [12]. The already prevailing MA techniques can be 

principally categorized into two chief methods called as orthogonal multiple access and non-

orthogonal multiple access (NOMA). NOMA is the method for affording a multi user access 

model where it utilizes the power medium to segregate the signals which is not yet developed in 

2G, 3G or the other existing networks is described in figure 1. 

 

Figure No: 1 Non Orthogonal Multiple Access (NOMA) 
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The kind of multiplexing gain is specifically scrutinized and it is gathered from diverse domain 

and hence the NOMA can be additionally categorized into code and power domain. For the 

purpose of 3GPP Long Term Evolution (LTE) the power-domain NOMA is developed and it is 

said to have a higher level of spectral efficiency. The thing that is notably important is, the 

concept of NOMA has to be powerfully integrated with already prevailing MA methods It has 

also been pointed out that NOMA has the potential to be integrated with existing MA paradigms, 

because it takes the advantages of new aspects of the power domain [14]. The principal feature 

of NOMA is to assure that the different number of users can be provided with the allocated 

resource area (i.e. time or frequency) by the appliance of Successive Interference Cancellation 

(SIC). This SIC method was initiated by Cover in 1972 which is the most promising method of 

inflicting the minimum level of complexity compared to joint decoding method. 

 Monitoring these kinds of single or multi user antenna is a very significant task, since the 

safety state of the structure has to be continuously known while initiating the normal service. 

This type of monitoring feature can be executed by the Non-Destructive Techniques (NDT), 

which is comprised of analysis of the signals gathered from the sensors that is fixed to the system 

that has to be scrutinized. The model of intrusion detection is compared based on the source data 

and the current data and that is (comparison between data from healthy structure and the current 

structure) can be undertaken as a pattern recognition problem. 

 There are huge varieties of experiments and the assembling the signals can be performed 

from the system under the test and it is essential to employ multivariate methods for reduction of 

data and pattern identification [4]. Hence the intrusion detection can be simpler in NOMA by the 

use of PCA and ICA. Comparatively, the numerical methods are used such as Principal 

Component Analysis (PCA) or Independent Component Analysis (ICA) which is termed as are 

very useful. The intention of PCA is to identify the linear orthogonal transformation that 

increases the variable variance whereas the idea of the ICA is to identify the linear 

transformation that are determined as the basis vectors termed to be non Gaussian vector and 

statistically independent.  Distinctly the vectors are either orthogonal or nor ordered based on the 

ranks in ICA as such in PCA. The methods like PCA and ICA are employed for the damage 

identification [2].  The methods like subspace projection approaches i.e. PCA or ICA to 

construct a foundation linear model for the transforming the model into new subspace featured 
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vector by utilizing the information from the undamaged model. The damages can be identified 

by the means of the current model that are anticipated into the baseline approach. This type of 

projection can be examined and hence the present damages can be determined. 

 The projected model is performed by comparing the analytical and experimentation 

among the two techniques PCA and ICA by entrenching the above two techniques using the 

similar method. The types of piezoelectric transducers are taken to evaluate the comparison. The 

damages are identified by the inclusion of the mass in the diverse locations. Generally, the work 

includes the theoretical features of PCA and ICA and the detailed method is described. 

2. Related Work 

The NOMA methods are the most important methods in both industries and academics. Ding et 

al. scrutinized the NOMA downlink performance for the roaming users randomly.  It is described 

that the NOMA has the capability of achieving the improved rate of performance compared to 

earlier orthogonal multiple access (OMA). The user equality of the NOMA method is considered 

for which the power assignment difficulty of the user can be addressed by Timotheou and 

Krikidis. A cooperative simultaneous wireless power transfer (SWIPT) combined with NOMA 

protocol was projected by Liu et al., while a NOMA user is taking the advantages from better 

channel medium that is operated to be the energy harvesting input data to support a NOMA user 

who are misery from bad channel conditions [8]. For the attainment of enhancing the 

transmission of energy efficiency in multi user downlink NOMA cases, Wang et al. developed an 

effectual power assignment method capable of assisting the data rate needed by each user [9].  

 The NOMA system performance can be enhanced by the introduction of multiple 

antenna system. The method of multiple-input single-output (MISO) explanation is provided 

particularly to NOMA was done by Dai et al., and the technique of two-stage beam forming 

approach was projected [10]. Power optimization was developed by Sun et al. for increasing the 

ergodic capacity of MIMO aided NOMA systems. The future enhancement can be performed by 

the evolution of a massive multiple-input multiple-output (MIMO) assisted hybrid heterogeneous 

NOMA structure that was proposed for downlink transmission by Liu et al. The collision of the 

position of users and intruders was inspected by utilizing the stochastic geometry methods. 
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 The broadcasting nature of wireless transmission medium is provided and the 

method of physical layer security was evolved by Wyner in 1975 that is taken from the 

information-theoretical perspective. The physical layer security can be considered from the 

practical point of view. Particularly, vigorous beam forming transmission was envisaged in 

coincidence with applying artificial noise (AN) for justifying the impact of defective channel 

state information (CSI) in accordance with the MIMO wiretap medium was developed by 

Mukherjee and Swindlehurst. Ding et al. developed the relay-aided cooperative diversity method 

for maximizing the aptitude of the preferred link. Specifically, the impact of intruders on the 

assortment and multiplexing increase was explored both in single and multiple antenna 

approaches [11]. In addition to this, the tradeoff value among the performance of the security and 

reliability in the occurrence of intruder attacks was proposed by Saito et al [12].  

The physical layer security of D2D communication in large-scale cognitive radio 

networks was developed by Liu et al. combined with the features of a wireless power transfer 

model and the power beacon location as well as the intruder nodes was developed by the 

stochastic geometry. In recent times, the different physical layer techniques like cooperative 

jamming and a solution were assisted and developed for enhancing the physical layer security, 

even if the intruders have improved channel medium than the justifiable receivers. A familiar 

method is to produce a solution at the side of the transmitter for corrupting the intruder‟s 

reception, and it was developed by Ding and Liu [13]. The traditional methods may contain noise 

and interference which are called as unfavorable effect, that creates “AN” at the side of the 

transmitter that will be able to enhance the security because it disgrace the channel state of 

intruders without disturbing genuine receivers. An “AN” based multi-antenna having secure 

transmission method may be suffered by conspiring intruders was measured by Zhou and McKay 

for the approaches connected with perfect and imperfect CSI at both the ends of the transmitter 

and receiver.  

The secrecy can be further developed by Zhang et al and it can be attained in wireless Ad 

Hoc networks [17]. The method consists of both beam forming and sectoring approaches. The 

matched filter precoding and AN generation methods are considered simultaneously, and hence 

the secure transmission strategies for the security in multi-user massive MIMO systems was 

proposed by Wu et al. In the recent days, the physical layer security of a single-input single-
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output (SISO) NOMA system was examined by Zhang et al. [27], with the intention of 

improving the rate of security of multiple users. 

The remaining sections are organized as follows: section describes the overview of 

NOMA by the influence of PCA and ICA, section 4 describes the results and discussion, section 

5 describes the conclusion and section 6 describes the references. 

3. Overview of NOMA by the influence on PCA and ICA 

The Physical Layer Security (PLS) has been examined in different scenarios, but there is still a 

scarcity of contributions in the area of research on exploring the security issues of NOMA, which 

induces this contribution. The unique interference behavior at the side of receiver is obtained by 

combining SIC with NOMA that creates the investigation of the PLS of NOMA and that should 

not similar to OMA.  

 

Figure No: 2 NOMA user zone and Two dimensional planes for eavesdroppers 

In this work, the approaches of large scale networks are considered, where a base station 

(BS) assists the roaming NOMA users randomly. The complicated level of high complexity 

information identification can be eliminated at the side of the receiver and this can be adopted by 
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a user pairing technique for guaranteeing that only two users allocate a definite orthogonal 

resource slot that can be voluntarily alienated by low-complexity feature method called SIC [15]. 

According to a homogeneous Poisson point process (PPP), an arbitrary number of intruders are 

located randomly on an inestimable two dimensional plane. An attacker free zone is evolved 

around the BS for enhancing the performance level of security of the large-scale networks that 

are engaged where the intruders are not permitted to roam. This „disc‟ was called as a protected 

zone. Exclusively, both a single antenna scenario and a multiple-antenna scenario are at the base 

station (BS). In the single antenna method, M NOMA users are erratically wandering in a 

predetermined disc (user zone) with the quality-order of their channel state known at the BS [16]. 

The example like m-th NOMA user is the order of the m. In this method, the m-th user is 

integrated with the n-th user for executing the transmission inside the similar resource slot; In the 

concept of the multiple-antenna scenario the method of beam forming is at the BS for producing 

AN. The level of channel ordering of MISO channels complexity can be reduced for NOMA by 

partitioning the circular cell into an internal disc and an external ring that is depicted in figure 2. 

The selection of single user from internal disc and another one can be from external must be 

integrated for the purpose of transmission with the similar resource slot by NOMA method.  

The work performs the following steps: 

 The security measure of the large-scale NOMA networks is executed for both the single-

antenna aided and multiple-antenna supported features at the BS.  

 A protected zone particularly termed as the eavesdropper segregation zone and this is 

used in both cases for maximizing the physical layer security.  

 The single and multiple antenna features are provided with high level of security where 

the damage detection can be improvised.  

 The security can be enhanced by PCA and ICA. 

3.1 Principal Component Analysis (PCA) 

 The method of multivariable and mega variate analysis are performed by Principal 

Component Analysis (PCA) and this is afford some arguments for minimizing the complex data 

set to less dimension and expose few of the hidden and basic organization/patterns that often 

based on it [3]. The principal aim of Principal Component Analysis is to attain the most 
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imperative characteristics from data. The PCA model can be developed by making necessary 

arrangement is assembling the data in a matrix. This m   n matrix includes information from n 

sensors and m demonstrations. The physical features and sensors have diverse magnitudes and 

scales, where each data-point is assessed using the mean of all measurements of the sensor at the 

unique time and performing the standard deviation of all sensor measurements [5]. After 

normalizing the variables, the computation of covariance matrix Cx is implemented. This method 

is said to be square symmetric m   m matrix that helps to evaluate the degree of linear 

relationship among data set existing within all probable variable pairs (sensors). The subspaces 

present in PCA are explained by the eigenvectors and Eigen values of the covariance matrix as 

follows: 

                                                        CxŨ = Ũ     ………. (1) 

 Where the eigenvectors of  

 Cx  columns of Ũ 

 Eigen values  diagonal terms of Λ (the off-diagonal terms are zero) 

 Columns of matrix Ũ are arranged based on the Eigen values by sliding order and they 

are termed as Principal Components of the data set or loading vectors.  

The Eigen vector which has the largest Eigen value denotes the most significant prototype in 

the data with the more amount of information [7]. The abridged number r < n of principal 

components is chosen and those which are analogous to the first Eigen values and then the 

condensed transformation matrix could be anticipated as a replica for the structure. Using this 

method, the new type of matrix U matrix (Ũ sorted and minimized) can be called as PCA 

approach. Hence, the transformed data matrix T (score matrix) indicates the protrusion of the 

source data over the way of the principal components U: 

                                           T = ZU                                      …….. (2) 

Using the Ũ, it is called as full dimension area and the protrusion is invertible because ŨŨ
T
 = 1 

and the source data can be reconstructed as Z = TŨ
T
.  The approach can be reduced using the U 

value provided with T but it is not probable to fully determine the value of X but the value of T 

can be developed back into the original m-dimensional space and attain another data matrix as 

follows: 

                                                 Ẑ = TU
T
 = (ZU) U

T                                 
…… (3) 
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Therefore, the residual data matrix is found by defined by the difference between the 

original data and the projected back (the error for not using all the principal components). 

                                            E = Z - Ẑ 

                                                = Z – ZUU
T 

                                                = Z (1 - UU
T
)                 ………. (4) 

 

3.2 Independent Component Analysis (ICA) 

 The statistical method is the ICA that is very useful in systems comprising of 

multivariable data. The method is to alter the space from an m-dimensional to an n-dimensional 

space such that the new space with the transformed variables (components) describes the 

essential structure of the data containing the more relevant information from the sensors. Among 

its virtues is that ICA has a good performance in pattern recognition, noise reduction and data 

reduction [6]. The goal of ICA is to find new components (new space) that are mutually 

independent in complete statistical sense. Once the data are projected into this new space, these 

new variables have no any physical sense and cannot be directly observed, for that; these new 

variables are known as latent variables [1]. If r random variables are observed (x1, x2,…, xr), they 

can be modeled as linear combinations of n random variables (s1, s2,…, sn) as follows: 

                                       xi = ti1s1 + ti2s2 + …..+ tinsn                 ………. (5)  

 tij  unknown real coefficient 

 sij  mutually independent 

The matrix form of representation can be given by, 

          x = Ts                               ………….. (6) 

And the above equation can also be written as, 

                                 X = TS                              …………… (7) 

Where, 

 X  r m matrix 

 S  Independent component matrix 

Here the value of T and S are not known and it is obligatory to identify these two 

elements by taking only the X matrix and that is said to be known. The ICA method identifies 

the independent components by reducing or increasing some independent metrics.  The ICA can 

be performed by pre-whitening the input data X.  

Suraj Punj Journal For Multidisciplinary Research

Volume 8, Issue 10, 2018

ISSN NO: 2394-2886

Page No: 77



3.3. Data Projection into the Model 

 Data collected from the important structure are utilized to construct the either PCA or 

ICA foundation model. The transformation matrix for PCA, the P matrix (principal components 

or loading vectors) is computed by means of Singular Value Decomposition algorithm. Next 

thing is the transformation matrix for ICA, the S matrix (independent components) is computed.  

New type of data can be extracted from the unidentified structure state Xc is predictable into the 

models. The score matrix T can be computed by means of the equation (2) in PCA. The mixing 

matrix T can be computed from equation (7) in ICA. Because the values SS
T
 = 1 and it is 

rewritten as, 

                                                  XcS
T
 = TSS

T
 

                                                   XcS
T
 = T                           ………. (8) 

 

 

Figure No: 3 Damage Detection Methodologies 
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3.4 Damage Detection Methodology 

 The PCA or ICA helps in identifying the damage detection was proposed. It includes the 

utility of an active piezoelectric system in various phases, where every stage is demonstrated by 

the excitation of a piezoelectric and attaining the signals from the some sensors fixed to the 

framework. The data can be utilized from the healthy structure and the computations of the 

foundation model called PCA and ICA are executed by the use of above described equations.  

After constructing the baseline model for every actuator, the signals from the existing structure 

are anticipated into the model and two of these bulge are contrived and examined to resolve if 

subsist a hurt on the structure and it is depicted in figure 3. 

 

4. Results and Discussion 

It is to be observed that, damages are obviously illustrious from unharmed configuration; 

furthermore, some stages are more perceptive than others in both methods. Another imperative 

feature is associated with the option to make a distinction among damages. Although, there is 

one damage in the stringer which is detected by the sensors attached in the same stringer, this is 

also detected by using both methodologies for other phases as in the phase 1, this means that the 

combined analysis of the sensors (using all phases) is a very useful tool because allows to 

consider the dynamic responses in the whole sensor network. Although there are differences in 

the scale of the graphs of ICA and PCA, it is possible to see that into the PCA plots there is a 

clearer separation between each data set when only two projections are used. This is because 

with PCA it is possible to ensure that these components contain the most relevant information 

with maximal variance, while with ICA is not possible to define which components are more 

relevant directly from the algorithm. 

Attributes Detection Ratio 

False Positive 1% 

False Negative 0% 

True Detection 99% 

Identification of Attack Types 100% 

                           Table No: 1 Detection Ratio Results 
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                                     Figure No: 5 Detection Ratio Results 

 

The result shows that the detection ratio is 100% accuracy in identifying all the type of 

attacks and the results are described in table 1 and figure 5. 

Where,  

 False positive ratio depicts the percentage ratio of all normal profiles learned and it is 

mentioned as the attacks. 

 False negative ratio: depicts the percentage ratio of the attacks that are not identified 

successfully. 

 True detection ratio: depicts the percentage ratio of regular profiles as well as the 

attacks discovered successfully. 

 Identification of attacks’ types ratio: depicts the attacks percentage discovered 

successfully.                        

 

5. Conclusion 

This projected work presented a method for detecting intrusions in the wireless networks using 

Principal Component Analysis. The Principal Component Analysis and Independent component 

analysis is established and the difficulty of intrusion detection is said to be extraordinary 

weakness in previous intrusion detection approach. The advantages of utilizing Principal 

Component Analysis for intrusion identification are conversed with respect to the results attained 
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from the projected method. Here, the utilization of both PCA and ICA affords the chance of 

around 99% in identifying the attacks with the help of restricted amount of the data sets. 

Conversely, there are numerous amount of enhancements have to be made particularly in 

initiating the regular updates for both the databases of user profiles and attacks and also the 

repeated response of the IDS. 
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