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Abstract 

 Network designing is crucial part of networking. The necessity for connectivity between devices is 

increase day by day and so designing the network becomes more complex and larger in size. In order to fulfill 

the needs of networking between the devices connected within a network, we established connectivity using 

Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6) addressing techniques. However, by 

using these addressing techniques we are able to identify, monitor, and manage connectivity between the 

devices connected to the network using a unique Internet Protocol version (IPv4). In this paper, we discuss the 

IPV4 evolution, its features, limitations, and the and how were its limitations overcomes by using a new address 

protocol IPV6 and how IPV6 proved to be more reliable over its older version IPV4. 
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1. Introduction 

  The need of connectivity between the devices has been identified in the early 80’sand so Internet came 

into existence as a common platform where all the devices connected in the same network can communicate in 

order to exchange information and work remotely without the actual device present by accessing the information 

present on the network by the devices connected in the network [1]. In the early 90’s there was a necessity to 

make the connectivity between the network more simplified and more reliable and hence new protocols were 

designed to make the networking between the devices connected in the network more reliable to exchange the 

information and provide continuous availability of the information to the systems connected in the distributed 

network environment. In the early 90’s due to the development of many protocols which provided ease in 

communication between the networks, internet took a boom by many social networking sites, blog and 

discussion forums, electronic mails, and shopping sites. But as more and more networks were building the IPV4 

addresses were being exhausted which led to the need of a new protocol that would help to fulfill the need of 

network building over the world and hence IPV6protocol came into existence and is used nowadays to configure 

large networks in the distributed environment [1]. 

The paper describes about two Internet Protocols that is IPv4 and IPv6, with a overview about how 

class-full and class-less routing, also known as sub-netting is performed using the IPv4 protocol way of 

addressing [1].The paper provides an overview of IPv6 protocol in addition with its importance and purpose of 

IPv6 over IPv4 way of addressing [2].The paper provides a brief overview of how the IPv4 protocol works in 

addition to the different classes, and  a comparative model between IPv4 and IPv6 [3].The paper describes some 
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of the possible reason, for the address range to be exhausted in the IPv4 protocol suggesting a suitable solution 

for handling the problem [4].   

Comprehensive study of  IPv4 and IPv6 helps in building the network more reliable and optimizing the 

protocols using diversified classes. In Section 2, we present overview of IPv4 and IPv6. Section 3 heightens on 

Network Address Translation to allow interaction between IPv4 and IPv6. Internet Protocol (IP) Addressing is 

elaborated in Section 4 that includes Class-full Routing and Classless Routing. In Section 5, we present the 

comparative performance study of IPv4 and IPv6 in addition to limitations of IPv4 and IPv6. 

 

2. Internet Protocol Version 4 (IPV4) and Internet Protocol Version 6 (IPV6) 

 In this section, we focus on two internet protocol versions namely; Internet Protocol version 4 (IPv4) 

and Internet Protocol version 4 (IPv4). The major role played by these protocols is to enable networking by 

assigning Internet Protocol (IP) addresses that is unique to all the systems connected in respective network.   

Sub-section 2.1 emphasizes on IPV4 that comprises various classes of IPV4 such as Class A, Class B, Class C, 

Class D, and Class E in detail. Sequentially, IPV6 is elaborated in Sub-section 2.2. It highlights on features, 

limitations, and advantages of IPV6 as compared to IPV4. 

2.1 Internet Protocol Version 4 (IPV4) 

 The Internet protocols existed while the internet was developed from 1980’s [3]. But IPV4 is the 

largest used protocol over the world and is even used till today. It works at the network layer in the OSI model 

and is the major part of the TCP/IP. TheIPV4 address is used to identify the hosts based on the logical addresses 

provided to it while configuring the network [1]. IPV4 address is the unique address allocated to every host 

machine and devices in a network, this help to identify the host machine in the network using this address and 

using these address systems communicate with each other by transferring the data between the systems in the 

communication network. The size of an IPV4 address is 32 bits. The IPV4 address consists of two parts that is 

the Network-ID and the Host-ID respectively.  

 

2.1.1 Identification of IPv4 Classes  

Once we get to know the count of the system or devices that are to be connected to the network we can 

easily identify which class IPV4 address will be suitable for us for configuring the network considering the 

minimum wastage of IPV4 addresses. 

Various Classes of IPV4 addresses 

i. Class A 

ii. Class B 

iii. Class C 

iv. Class D 

v. Class E 

i.  Class A 

As the IPV4 addresses consists two parts as depicted in Table 1 that is the Network-ID and the Host-

ID. In class AIPV4 addresses the 32bit IPV4 address is divided as 

11111111.00000000.00000000.00000000 
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Table 1 Octets of class A IPv4 address. 

11111111 00000000 00000000 00000000 

Network-ID Host-ID Host-ID Host-ID 

 

Network-ID 

Network-ID is the ID used to identify the network in which the host system is connected. 

Host-ID 

Host-ID is the ID used to uniquely identify the host system in a particular network and it is unique 

ID assigned to the host system and any communication that take place in the specific network all happens 

through this Host-ID and the Host is identified using this Host-ID and then the information is received by the 

Host matching this Host-ID. 

Deciding class of IPV4-address based on the range of the IPV4-address 

The IPV4 addresses has ranges class A IPV4-addresses have a range from 0-126. 

What is range? 

The first 8 bits of the IPV4-address decide the range of the IPV4-address. In class A IPV4 addresses 

the first 8 bits are the Network-ID bits. So, consider the following example to understand the class of an IPV4 

address.    

Given IPV4-address: 100.20.30.50 

 In the above IPV4 address the first 8 bits gives a decimal number that is 100 and which is in the range 

from 0-126, therefore it is a class A IPV4 address as the first 8 bits lies in the range of class A IPV4-address 

[5].Converting the IPV4-address into binary form and understanding the range more clearly. Example of Class 

A is depicted in Table 2. 

      Decimal  :    Binary 

100.20.30.50  : 01100100.00010100.00011110.00110010 

    |First 8Bits|  Host-ID            | 

Table 2 Example of Class A IP Address 

 

In the above example the first bit “0” is marked red because in any class AIPV4 address the range of 

the IPV4 address should be from 0-126 and if the first bit “0” if would be “1” then the range would be greater 

than the maximum range boundary 126.Therefore practically there are only 7 bits that can be used in class A 

IPV4-address. 
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So, the number of Networks in class A-IPV4 address can be 27=128 networks. The number of Host 

bits is 24 so the number of hosts per network can be 224=16,777,216.So, if we need a network which will 

possibly contain 16,777,216 Hosts then we would probably require a Class A IPV4-address. 

ii. Class B 

In class B IPV4 addresses the 32-bit IPV4 address is divided as 

11111111.11111111.00000000.00000000  

Octets of Class B is depicted in Table 3. 

Table 3 Octets of class B IPv4 address  

11111111 11111111 00000000 00000000 

Network-ID Network-ID Host-ID Host-ID 

 

Deciding class of IPV4-address based on the range of the IPV4-address 

The IPV4 addresses has ranges class BIPV4-addresses have a range from 128-191. 

What is range? 

The first 8 bits of the IPV4-address decide the range of the IPV4-address. In class B IPV4 addresses the 

first 8 bits are the Network-ID bits. So, consider the following example to understand the class of an IPV4 

address.    

Given IPV4-address: 150.20.30.50 

In the above IPV4 address the first 8 bits gives a decimal number that is 100 and which is in the range 

from 0-126, therefore it is a class AIPV4 address as the first 8 bits lies in the range of class A IPV4-address 

[5]. Example of Class B is depicted in Table 4. 

Converting the IPV4-address into Binary form and understanding the range more clearly. 

Decimal  :    Binary       

150.20.30.50  : 10010110.00010100.00011110.00110010 

    |First 8Bits|  Host-ID             | 

Table 4 Example of class B IPv4 address 

 

So we basically identify the class of IPV4-address based on the first 8 bits of the IPV4-address and 

how many networks would be formed and the number of hosts in per network is explained below. 

In the above example the first two bit “10” is marked red because in any class BIPV4 address the range 

of the IPV4 address should be from 128-191and if the first bit “1” if would be “0” then the range would be 

lesser than the minimum range boundary 128and fall into class A IPV4-addresses, and is the second bit “0” 
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would be “1” then it would exceed the maximum range of B-class IPV4-addresses that is 191. Therefore 

practically there are only 14 bits that can be used in class BIPV4-address.Octets Class B is depicted in Table 

5. 

Table 5 Octets of aforesaid B class IP address 

10010110 00010100 00011110 00110010 

Network-ID Network-ID Host-ID Host-ID 

 

So, the number of Networks in class B-IPV4 address can be 214=16384 networks. The number of 

Host bits is 24 so the number of hosts per network can be 216=65,536.So, if we need a network which will 

possibly contain 65,536 Hosts then we would probably require a Class B IPV4-address. 

iii.  Class C 

In class C IPV4 addresses the 32-bit IPV4 address is divided as 

11111111.11111111.11111111.00000000 

Octets of Class C is depicted in Table 6. 

Table 6 Octets of class C IPv4 address  

11111111 11111111 11111111 00000000 

Network-ID Network-ID Network-ID Host-ID 

 

Deciding class of IPV4-address based on the range of the IPV4-address 

The IPV4 addresses has ranges class C IPV4-addresses have a range from 192-223. 

What is range? 

The first 8 bits of the IPV4-address decide the range of the IPV4-address. In class C IPV4 addresses the 

first 8 bits are the Network-ID bits. So, consider the following example to understand the class of an IPV4 

address.    

Given IPV4-address: 192.20.30.50 

In the above IPV4 address the first 8 bits gives a decimal number that is 192and which is in the range 

from 192-223, therefore it is a class C IPV4 address as the first 8 bits lies in the range of class C IPV4-

address [5]. Example of Class C is depicted in Table 7. 

Converting the IPV4-address into Binary form and understanding the range more clearly 

Decimal  :   Binary       

192.20.30.50  : 11000000.00010100.00011110.00110010 

    |First 8Bits|  Host-ID           | 
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Table 7 Example of class C IPv4 address 

 

So we basically identify the class of IPV4-address based on the first 8 bits of theIPV4-address and 

how many networks would be formed and the number of hosts in per network is explained below.  

In the above example the first two bit “110” is marked red because in any class C IPV4 address the 

range of the IPV4 address should be from 192-223 and if the first bit “1” if would be “0” then the range would 

be lesser than the minimum range boundary 192 and fall into class A IPV4-addresses, and is the second bit “1” 

would be “0” then it would still be minimum than the minimum range of class C IPV4 address that is less that 

192 and fall into B class IPV4 addresses ,and if the third bit which is “0” would be “1” it would exceed the 

maximum range of C-class IPV4-addresses that is 223 , and fall into D class IPV4-

addresses.Therefore,practically there are only 21 bits that can be used in class C IPV4-address. Octets of 

Example of Class C are depicted in Table 8. 

Table 8 Octets of aforesaid C class IP address 

11000000 00010100 00011110 00110010 

Network-ID Network-ID Network-ID Host-ID 

 

So, the number of Networks in class C-IPV4 address can be 221=2097152 networks. The number of 

Host bits is 24 so the number of hosts per network can be 28=256.So, if we need a network which will 

possibly contain 256 Hosts then we would probably require a Class C IPV4-address. 

iv. Class D 

Class D IPV4-addresses are basically used for multicasting purposes. 

Multicasting 

  It basically means whatever the packet or request is sent at that IPV4-address would be, received by 

all the computers system in that network. 

    

v. Class E 

Class E IPV4-addresses are reserved for Research and Development purposes. 

2.2 Internet Protocol Version 6 (IPV6) 

Even if the previous version, IPV4 has been already there, there was a need of a new protocol, IPV6 

protocol as IPV4 protocol is depleting, hence there was a need of new way of addressing that was fulfilled by 

considering IPV6 way of addressing. IPV6 addresses have a length of about 128 bits with every octave having a 

size of 32 bits. It uses hexadecimal numbers. Migration for IPV4 to IPV6 is simple as the existing address can 

be translated to IPV6. Many organizations are now motivating smaller organization to adapt IPV6 protocols as 

they are more efficient then IPV4 and then when the Network Address Translation (NAT) comes into the 
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scenario when the communication is taking place between the IPV4 and IPV6 protocol, hereby reducing the 

efficiency of a system from 100% to 94% . 

The latest version of the Internet Protocol is IPV6. It is the next version of IPV4, and it was developed 

in 1997 [2]. It is a communication protocol which provides identification of the computers on network. It also 

provides location system and routes the traffic across the internet. It is a network layer protocol that allows 

communication in the form of packet switched network which includes sending and receiving data in packets 

between two nodes of a network. 

IPV6 has an address space which is much larger than IPV4 therefore which resulted in addresses from 

4 billion to 340 decillion of unique addresses [2]. IPV6 supports the compatibility of the existing IPv6 networks 

[4]. Using rules such as replacing a block of “0” with a single “0” further allows reducing the size of this 

address [2]. For example 1021:210F: 0000:0000:0000:C101:8A72:1B03 can be also written as 

1021:210F:0:0:0:C101:8A72:1B03 where “0000” block is replaced by a single “0”. As well as successive fields 

of zero can be represented by using “: :”, but it can be used only once; so the above address can be represented 

as 1021:210F::0:C101:8A72:1B03 [4]. 

 

 2.2.1 Features of IPv6 

• Increased address space of 128- bit length [2]. 

• Can support larger payload resulting in increased efficiency and throughput. 

• Supports Mobile devices. 

• Auto-configuration when connected to another IPv6 device. 

• Increased authentication and privacy measures. IP security is embedded into specifications of IPv6. 

 

3.  Network Address Translation 

Network address translation is a technique used for saving the IP addresses in the network. In order to 

save the IP addresses the internet service provider uses multiple layers of network address translation in a 

network [3] Network address translation allows any request sent from the network to the public network using a 

single IP address that represents the network. In other words, the NAT is a method to represent a group of IP 

addresses in a network by a single IP address. Private networks are the network that cannot be accessed by the 

network, and the NAT is used to convert this public address into private network s [4]. With NAT the ISP 

(Internet Service Provider) provides only one IP address to each customer which can be accessed through NAT 

in order to provide service to the customer and thus NAT allows the customer to provide more private IP 

addresses to devices that ultimately help the customers to avail more IP addresses.  

 

Why IPV4 addresses are getting exhausted? 

 As in the recent years there are many handheld devices such as mobiles and tablets, etc. Thus, 

allocating the IP addresses to these different devices connecting to the network causes depletion in the IP 

address stores. On 3, Feb 2011 by the ICANN (Internet Corporation for Assign Names and Numbers) released 

the last block of IP addresses [3]. 
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4. IP Addressing 

IP Addressing is done using 2 methods:  

1. Class-full Routing 

2. Classless Routing    

 

4.1 Class-full  Routing 

Class-full Routing is a way of IP-addressing in which all the IP addresses of the class are taken into 

consideration, with the idea of taking all the addresses available in the class for networking. For example, if we 

are considering the class C IP addressing then class c contains about 256 IP address then while using the class c 

IP addressing then we need to consider all the IP addresses of the class. 

The main disadvantage of class-full routing is that in class-full routing if we consider designing a 

network having 1000 host then this requirement can’t be satisfied by the class c and thus we need to use the IP 

addresses of class B and as class B has around 65536 IP addresses then, by using the range of class B IP 

addresses we would waste 64536 IP addresses and thus this would cause the depletion in the IP addresses and 

well as waste a lot of IP addresses. The method of class-full routing is normally used for a simple network 

which contains the exact number of hosts covering the complete class addresses. 

4.2 Classless Routing 

Classless Routing is also called as Classless Inter domain Routing (CIDR). It is also called as Sub 

netting; it is used to divide larger networks into smaller networks. It is widely used to save the IP addresses. As 

we can divide the network by using variable length subnet masks. Subnet mask is used for identifying the 

network id of an IP address to identify to which network the host connected belongs to it can be used to form 

multiple sub-networks from a single large network and in usually used to configure the network 

For example, consider we want to a network having 1000 host which can’t be fulfilled by class c 

therefore we need to use the IP addresses of class B and thus we need sub netting in order to save the remaining 

IP addresses of the class. Therefore we to set a subnet mask in order to define a network of fixed size in the 

multiple of 2x where x is the multiple power of the network. So in this case we need 210 host or IP addresses so 

accordingly we would set the subnet mask 255.255.0.0 of class B IP address to 255.255.252.0 leaving the last 

octet. Table 9 depicts the example of Classless Routing.   

Table 9 Example of Classless Routing  

11111111 11111111 11111100 00000000 

Network –ID Network-ID Network-ID Host-ID 

 

In the following table the “1” belongs to the network part of the subnet mast and the “0” that is 

highlighted in red represents the host part in the subnet mask. Therefore, the following table represents the 

subnet mask as 255.255.252.0. In which the last 10 bits are the bits for the host and the first 22 bits represent the 

network the host belongs to. The Subnet mask can also be defined as Network-ID/Subnet mask. So, if we 

consider the IP address to be 172.168.248.20 then if we want to represent the IP address using subnet mask we 

can simply write it as 17.168.248.20/22 where 22 represents the subnet mask which when anded with the IP 

address we get the network-ID. 
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5. Comparative Performance Analysis of IPv4 and IPv6 

In this section, we discuss about limitations of IPv4 and IPv6 in detail. Especially, we 

enlightens on comparative model of IPv4 and IPv6. 

5.1 Limitations of IPv4  

• Address space: The IPv4 address space can accommodate only 4 billion hosts. It is limitation as the 

number of devices is increasing massively. 

• Security: IPv4 does not provide security of packet authentication and encryption. 

• Network congestion: Due to the broadcast facility provided by IPv4 the devices can get overloaded as 

the packets are sent to all the devices in the network. 

• Packet loss: If the data fails to reach the destination on time it expires. The data is again requested by 

the receiver which causes delay and packets get lost. 

• Data priority: IPv4 is unable to recognize the type of data and thus cannot set priorities. 

5.2 Limitations of IPv6  

• It is difficult to deploy and remember the hexadecimal IP address. 

• Difficult to understand the IPv6 sub netting. 

• TheIPv4 and IPv6 cannot directly communicate with each other. 

• The older OS and devices do not support IPv6. 

• Transition to IPv6 is slow and tedious. 

5.3 Comparative Model of IPv4 and IPv6  

 Comparative model of IPv4 and IPv6 is presented in Table 10 based on aforementioned Section 2 and 

Section 3. It is observed from Table10, IPv6 performs better as compared to IPv4. 

Table 10 Comparative Model of IPv4 and IPv6 

Sr. 

No 
Internet Protocol (IPv4) Internet Protocol (IPv6) 

1 IPv4 has 32-bit address space IPv6 has 128-bit address space 

2 4 bytes for each address in the header 16 bytes for each address in the header 

3 
Fragmentation is done both by sending host and 

routers 

Fragmentation is done both by sending host; there is 

no role of routers 

4 Header includes a checksum Header does not include checksum 

 

 

6. Conclusion 

Recently, network designing becomes significant task in effective connectivity between devices 

fulfilled by using IPv4 and IPv6. We have studied and presented IPv4 and IPv6 techniques comprehensively.  

Our major contribution is towards using internet is n a large scale including the need of the IP addresses for 

connectivity and solving the issues with the older version of IPV4 protocol.  IPV6 is mainly applied for larger 

platforms and hence simplifies the connectivity between network devices and reduces the efforts of network 

design innovatively. Collaboratively, the observations mentioned in our work will definitely help in 

enhancement of the capabilities of network connectivity in future of internet. In this context, there exists 

compatibility between two protocols; many companies are now migrating to IPV6 in order to improve their 
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network security and network administration. Migrating from IPV4 to IPV6 may require several years that 

ultimately IPV6 addressing technique will be used on a large scale in the near future for meeting the needs of 

networking between the devices. 
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