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Abstract: A more convenient way to store clinical records is introduced by the Fingerprint-based Medical System. 

It uses finger prints to identify patients' previous medical records rapidly and easily. This system requires a 

trustworthy electronic registration system to be stored in a database. Several MQTT algorithms are added to 

ensure security of information. The sensitive health information is protected using IOT procedures and is then 

transmitted to the general practitioner, including blood group, BP value, cloister level and heart rate level. This 

technology substitutes paper-based manual medical records with a system. This system also collects the patients' 

current health information, such as their temperature, respiratory rate, and heart rate. This system recommends 

the type of first aid to be provided on an emergency location, such as an accident occurrence location or an 

ambulance, based on the past and present medical data of the emergency people. 
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I. Introduction 

Biometrics is a process for recognizing unique qualities of a person in terms of their physiology or behavior. It is used to 

safeguard information and privacy of private financial transactions. Confidentiality. Examples of biometric techniques 

include face, iris, retina, fingerprinting, manual geometry, handwriting and voice. One of the oldest biometric sciences, 

fingerprint scanning technology employs multiple fingerprinting features to identify and verify individual identities. The 

patterns and traits of each fingerprint are its own. Lines and spaces are the fingerprint pattern. The lines are called crests 

and the space among the crests is called the valley. This pattern is used to authenticate and authorize fingerprints. 

Biometrics improve security in areas where it is required. Healthcare, on the other hand, requires security when it comes 

to storing records and other sensitive information. Wherever biometrics is used, it offers security and convenience.  

Health records are one of the most precious personal documents in healthcare; physicians must have easy access to them, 

and they must be correct and comprehensive. A breach in data security and adequate data accounting may mean the 

difference between a timely and precise diagnosis and enabling health fraudulence. Biometrics, on the other hand, may 

be the solution to all of these flaws. 

 

II. Proposed System 

To avoid the problem of ID tag card missing in the proposed system, the finger print is used for medical data retrieval. 

This system also monitors the patients' current health information, such as temperature, respiratory rate, and heart rate, 

and provides a live update on the IOT portal. The doctor can easily suggest or provide the types of assistance that should 

be provided on the spot. 

 

III Block Diagram 

 

 
 

Fig. No.1 Block Diagram of Proposed System 
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3.1 Fingerprint scan technology  

The fingerprint image acquisition, image processing, and location of unique features, template creation, and template 

matching are the five critical stages of fingerprint scan technology. The primary goal of fingerprint-scanning technology 

is to obtain high-quality fingerprints that can be used in the future. The standard forensic-quality fingerprint photograph 

has 500 dots per inch (DPI). 
Fig. 2 Finger Print Image 

 • Image acquisition is the process of retrieving a person's 

fingerprint images, which are distinct and vary from person to 

person. 

• Image processing refers to the process of converting a 

fingerprint image into a usable format. Image enhancement is 

essential for reducing distortions such as cuts, scars, and dirt.  

• The next step is to pinpoint the location of distinguishing 

attributes. Fingerprints have many distinct patterns that are 

used by fingerprint technology, such as swirls, loops, and 

arches. 

• A fingerprint template is used to remove image distortions 

such as scars or dirt. This is accomplished through the use of specialized algorithms. 

• The final step is template validation and authentication. 

A. Biometrics Using Fingerprints Finger prints are widely regarded as the best and most rapid method of biometric 

identification. Fingerprints are unique to each individual and do not alter over time. Nowadays, fingerprint recognition is 

widely used everywhere. The most prevalent biometric approach is fingerprint biometrics. Not only is it faster than other 

strategies, but it also consumes a lot less energy. 

 
 

Fig .No.3 Scanner 

 

3.2 Heart Beat Sensor 

When a finger is placed on a heart beat sensor, a digital output of the heart beat is produced. While the heart beat 

detector is active, the beat LED flashes in time with each heartbeat. This digital output can be directly connected to a 

microcontroller and used to calculate the rate of Beats Per Minute (BPM). 

3.3 MQTT Protocol  

MQTT (MQ Telemetry Transport) is a lightweight open messaging protocol that provides a convenient way for resource-

constrained network clients to distribute telemetry data in low-bandwidth environments. The protocol is used for       

machine-to-machine (M2M) communication and uses a publish/subscribe communication pattern. MQTT was intended 

to run in an embedded environment where it could provide a reliable, efficient path for communication. It was created as 

a low-overhead protocol to accommodate bandwidth and CPU limits. Suitable for linking MQTT is a good option for 

wireless networks that experience different levels of latency due to occasional bandwidth restrictions or unreliable 

connections because it has a small code footprint. The protocol has applications in a variety of sectors, including 

automotive, mining, and telecommunications. 
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Fig .No.4 Comments 

 
Fig .No.5. Quality of Service 

4. Result & Discussion 

 

 
Fig .No. 6. Image Scanning Device 

 

 

 
 

Fig .No. 8. Scanning Output  
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V CONCLUSIONS 
In this paper, fingerprint checks are designed to protect and guarantee the integrity and confidentiality of 

medical information provided. Patient data can be stored and retrieved through a hospital database connection, allowing 

it to be accessed from anywhere in the world. The major benefit of this project is that the patient database is accessible 

online. Another significant advantage is that it can be used in emergency situations. As the patient is not required to hold 

the ID card, there is no risk of it being misplaced. The finger print technique may help to minimize medical record errors. 

Because fingerprints cannot be lost or forgotten like passwords, they have the potential to provide increased security and 

convenience for user authentication. Fingerprints are much more difficult to copy, share, and distribute than passwords, 

making fingerprint recognition the most convenient method while still ensuring adequate security. Furthermore, vast 

amounts of fingerprint data do not need to be memorized. In an emergency, emergency data such as his/her blood group 

and type, as well as contact person information, can be accessed via his/her finger. The long-term aim is to develop a 

viable, secure solution that would enable doctors to work more efficiently utilize patient data to increase overall care 

quality and effectiveness. In the future, the Patient database will be supplemented with images such as X-rays, CT scans, 

and MRIs, as well as graphs such as ECG, EEG, and EMG. 
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