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Abstract- The main aim of the employing a Light weight cryptography during a body sensor network(BSN) is to supply security to the 

info and devices using limited resources. The body sensor network(BSN) designed to watch patient continuously. The BSN consist of 

various sensors placed on the body of the patient to obtain various parameters to diagnosis patient such as the temperature,pulse rate 

and saline level the values of the sensors are stored in cloud within the sort of PHRs by this automatic entry within the cloud platform 

it helps in eliminating the manual entry which is time effective and accurate . The data in the PHRs can only be accessed by the 

concerned doctor and the nurse.In the abnormal condition of the patient the alert alarms are generated in the concerned APIs.The 

data present in the cloud is stored in encrypted form .The proposed model is a combination of the sensors,internet of things 

,encryption is done in the board level and the security algorithm called LICI may be a lightweight algorithm which is efficient in both 

hardware ,software and also stops various Biclique and 0 correlation attacks. In many cases thanks to negligence of hospital staff or 

relatives the saline level isn't monitored it results in the AIR EMBOLISM causes attack . 
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I. INTRODUCTION 

The main purpose of designing of body sensor network (BSN) is to establish connectivity among various 

sensors placed outside of the patient body through this we can monitor patient continuously . In-now-a-

days the people are opting for automation to increase the accuracy and to avoid the problems caused due to 

human negligence. In hospitals the staff need to monitor the saline level, pulse rate and temperature 

manually continuously. due to many number of patients present in a hospital there may be a chance of 

negligence in monitoring patients. In the monitoring of saline level there should be no chance of 

negligence. If any negligence occurred by the patient relative or staff may lead to death of the patient. the 

death may happen if the saline bottle is totally fed and not removed causes a difference of pressure 

between the patient blood flow and the empty saline bottle. In case the sensor values of temperature, pulse 

rate and saline level is beyond limits the immediate notification is send to the hospital staff by this the 

immediate care to the patient is taken in critical situations. The patient monitoring data is needed to share 

among various users in a hospital in order to provide fast attention in case of critical situations. PHR’s are 

contain the various data of the patient .The data of the patient present in a PHR may be sensitive and the 

security provided to the PHR’s basing on the sensitivity level (encryption, password authentication) this 

leads to enhancement of the system i.e if all the data patient present in a single record will take more 

amount of time for processing .our main aim is to provide fast service to the patient so the data of patient is 

in different PHR’s. The encryption is done by using the Lici encryption algorithm. The lici is a light 

weight encryption algorithms.lici has a feistel based network . It works at 64 bits of plain text. Lici has 128 

bit length is used to generate the 64 bits of cipher text .It has low power dissipation of 30mW.It has good 

performs in both the platforms (hardware and software).the project discussed in this paper has the both 

hardware and software, both plays vital role. Lici requires only 1944 bytes are flash memory which is a 

less amount of memory till date used by any encryption algorithm. Lici provides best security by 

preventing attacks from basic level to the advanced level. 

 
The rest of the paper is organized as follows. Proposed section II. Experimental results are presented in 

section III. Concluding remarks are given in section IV. 
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II. PROPOSED ALGORITHM 

In the proposed system, a coordinating node was attached to the patient's body to collect all signals In 

health care measures, nursing professionals are responsible for managing, monitoring and providing care 

to the patient receiving saline. The roller clamp is employed to manually control the saline infusion rate in 

hospitals. If the roller clamp rotates a way , it compresses the intravenous tube harder, which makes the 

tube thinner and allows saline fluid to flow through a slower rate. If it's rolled in another direction, it 

loosens or releases saline tubing, which makes the tubing thinner and allows saline fluid to flow through a 

faster rate. In today's world, there's no monitoring system that reduces patient dependence on nurses, 

doctors, and also reduces the necessity for nurses to travel to the patient's bed every time to check each 

patient's saline status. Therefore, the development of an patient saline level monitoring system is required. 
 

 
Figure 1 Proposed block diagram 

III. EXPERIMENT AND RESULT 

To monitor the patient health through the saline which was injected into the patient’s body.The work 
comprises of different sensors and devices.They are interconnected by means of remote correspondence 
modules.The sensors data is been sent and received by nurse or doctor end.The ends utilizing Internet 
connectivity which was enabled in the Node MCU module-an open source IoT platform.To observe the 
condition of patient.The data can be viewed on the server or any web page. 

 

Figure 2 Block Diagram 

The DS18B20 temperature sensor is a single wire digital temperature sensor. This temperature sensor is 
waterproof sensor. It Measure the patient body temperature. The Pulse sensor is meant to offer digital 
output of warmth beat when a finger is placed thereon . When the guts beat detector is functioning , the beat 
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LED flashes in unison with each heart beat. This digital output are often connected to microcontroller on to 
measure the Beats Per Minute (BPM)rate. Load cell may be a sensor or a transducer that converts a load or 
force working on it into an signal . This signal are often a voltage change, current change or frequency 
change relying on the type of load cell and circuitry used. 

 

IV.CONCLUSION 

                            The proposed model plays a important role in the patient health care system .All the 

parameters are observed accurately by using ultrasonic, temperature sensor ,pulse sensor and the values are 

encrypted by using a Light weight algorithm called LICI . The proposed method is less cost and provides 

the security to health records of the patient efficiently 
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