
PROTECTING RESPONDENTS IDENTITIES IN MICRODATA 
RELEASE 

M Susithra Yelluri Sreeja  Dr.P.Shobha Rani  

12BE Student, 3Professor 

murugansusithra@gmail.com, ucs15334@rmd.ac.in, pachashobharani@gmail.com 

Department of Computer Science and Engineering 

RMD Engineering College, Tamil Nadu, India 

ABSTRACT 

       The process of gathering and distributing a lot of people’s information over the internet has 
made significant worries about the person’s delicate data. In order to overcome this issue of 
data leakage, many privacy preserving data publishing systems have been initiated. In proposed 
system, the government or any organization will decide to use smart examination to prevent the 
data misuse.Firstly; the admin must encrypt each and every question paper file with unique keys. 
Such that each question paper will have its own private key. These files are clustered into a 
folder and a separate key is defined for the folder to access it. A registered college with a 
matched key can access this folder, via login. During the sharing time, any one of the private key 
is taken at random according to the algorithm and a random key will be generated and merged 
with the QR code of every registered student. Now the student with the QR code scans and sends 
the request directly to the admin server. The server authenticates the request, corresponding to 
the secret key in the student QR, and matched random question paper is sent to the student via 
decryption
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INTRODUCTION 

Data is more accessible and transferable 
today than ever beforehand the vast majority 
of data is sensitive at various levels. Some is 
confidential simply because it is a part of 
international organization and was not 
meant to the public. These data sets are 
available online. Now days, these large 
datasets are considered to be a valuable 
source of information for various research 

and scientific purposes to determine the 
statistical and analytical experiments. But it 
causes the problem of data leakage of 
individual’s sensitive data. In order to avoid 
such data leakage, individual privacy details 
like social security number(ssn), names are 
generally removed from the tables present in 
the large datasets. Though the personal 
identifiers are removed, still it is possible to 
identify the personal data of an individual 
using the quasi identifiers like age, zipcode 
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etc.Through this it is still possible to infer 
the sensitive data of the individual. In this 
way, lot of personal information are 
identified in the collected datasets. So, it is 
essential to protect the sensitive data. In 
securing the data being transferred over the 
internet faces issues like access control, data 
integrity, data confidentiality, data location, 
data availability authentication. All the 
security issues are sensitive but most 
important and skepticism subject is data 
authentication. 
        At early times there is no threat to data 
transmission because people are unaware 
about the technology. Due to the increased 
technological growth the chance of misusing 
the data increased enormously over the web. 
There are many hacking tools available 
online that can be learnt easily by an hacker 
to trap the actual information that is being 
transmitted. This leads to the greater privacy 
threats for various organization and 
institutions a great loss commercially.And, 
that’s why various privacy preserving data 
publishing schemes were developed to 
overcome this security issue. 
       At present every web application or 
application involving online mode for 
transmitting the data utilizes various privacy 
protocols and security algorithms to ensure 
the confidentiality and authentication in 
transmission. 

  Section 2 depicts about the related works. 

  Section 3 describes the proposed system. 

  Section 4 explains the discussions held. 

  Section 5 outlines the conclusion. 

2 RELATED WORKS 

Blooming online applications such as 
medical history records, web based search 
applications, GPS applications, various 
governmental websites, military applications 

etc plays a major role in the online data 
publishing schemes for research and 
analysis .The data available in these datasets 
have great impact in the collection of 
personal details of individuals etc..Hence the 
web based applications focusing on 
inculcating various privacy protection 
standards in data publishing. Encryption is 
the process of encoding the actual message 
content of the file in the form that is not 
understandable by  any intermediate receiver 
other than the actual destination receiver. 
This can be implemented by various key 
generation algorithms. The receiver at the 
receiving end will decrypt the keys to view 
the original content of  the file. When we 
transmit voluminous amount of data over the 
internet,it fails in the key encryption and  
decryption mechanisms .Thus it makes easy 
for the hackers to trap the information that is 
being shared online. 

          Many agencies available in online to 
release the datasets publicly. In such a 
scenario, the statistical details available in 
the datasets lead to prediction of some other 
information through quasi identifiers.Quasi 
identifiers are not themselves unique 
identifiers. They are the effective identifiers 
that can be combined with the entities and it 
values to predict some other relevant and 
predictable information. One quasi 
identifiers is combined with some other 
quasi identifier to predict another attribute’s 

entity. 

For example, In the demographic research of 
the statistical census data in Us, many 
citizens were uniquely identified with their 
privacy informations which weakens the 
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security schemes in distributing and 
collecting the sensitive data. 

The  property of acquiring the data from the 
anonymous data is K-anonymity.This 
concept of  anonymity was first introduced 
by Latanya Sweeney and Pierangela 
Samarati in their research paper to solve the 
problems of data issues.According to their 
theory ,in the practical way of analyzing the 
datasets ,it is possible to reidentify the 
individuals privacy details from the 
structured data fields.To overcome this 
problem of  reidentification ,they propose 
the model called K-anonymity and certain 
policy related schemes which describes the 
information which contains the person’s 
information during the release cannot be 
differentiated from atleast k-1 individuals 
whose records also available in the 
release[1].This k-anonymity data protection 
forms a base and its essential for various 
realtime application systems to ensure 
protections in Datafly algorithms etc. 

Another research on de-anonymization of 
datasets[2] by A.Narayanan and 
V.Shmatikov published on 2018 contains the 
advancement in data protection algorithm to 
protect the backend database information in 
microlevel data release .They applied the de-
anonymization methodology to the Netflix 
review of anonymous movie through the 
subscriber list and provided the ratings. 

L-diversity is another scheme which is better 
compared to the results obtained in K-
anonymity algorithm by Sweeney’s-
diversity on privacy beyond the K-
anonymity overcomes the drawback of k-
anonymity algorithm results. Through his 

findings some data mining algorithms 
gained the security mechanisms. 

The collection of digital information 
involves the way in which the data are 
released. The type of data that is published 
.Hence a survey made by Richen and 
B.C.M. Fung concentrates on Privacy 
Preserving Data Publishing schemes and it 
provides the tools to manipulate the dataset 
without affecting the datasets[17]. 

A research made on 2012 by M.Gotz, 
S.Nath, J.Gehrke uses the new technique 
called MASKIT to filter the contents 
available in the datasets. MASKIT filtering 
system work by hiding the context of 
individual’s data that is sensitive to the 
adversaries.It solves the problem analyzing 
the anonymous contents of individual 
location tracking information in GPS usage 
.In this mechanism,they experimented on 

real Smartphone’s context of 91 users. 

3 PROPOSED SYSTEM 

  The aim of our proposed system is to 
protect the data files that is transmitted in 
the internet and to  prevent  the online exam 
question paper leakage by contracted with 
efficient key generation algorithm. This can 
be achieved by employing the technique of 
random key generation. .This novel 
multivariable key generation algorithm is 
used to prevent the question paper leakage 
in web based examination process. The 
objective of the proposed system is as 
follows 
 
 Works on novel MULTIVARIABLE 

PRIVACY CHARACTERIZATION 
AND QUANTIFICATION MODEL 
to analyze attribute values of 
individuals. 
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 We can analyze the sensitivity of any 
identifier and can show that privacy 
should not be measured based on a 
single metric. 

 We can propose two different 
metrics for quantification of privacy 
leakage, distribution leakage and 
entropy leakage. 

 The proposed system can overcome 
the limitations in existing techniques 
.such as k-anonymity, l-diversity. 
 

The generalized idea of our system is to 
create random keys for each question paper 
that is uploaded in the server via admin.On 
direct request to the server by the user with 
the QR matching, the random question paper 
is sent to the user/student on decryption. 
There exists various modules in 
implementing this security system. 
Firstly, the web based application contains 
three main users namely 
admin,college,student/user. 
The admin uploads the question paper of the 
examination to its authourized server.The 
admin have the whole priviledge in 
uploading the exam question papers in a file 
to the server.Here to preserve the security of 
question paper content ,a novel 
multivariable algorithm is used with random 
key generation.once the question papers are 
published in the server,random keys are 
generated respectively for each question 
paper file.This key is referred as the secret 
key or random key.Also called as RNG 
Random key Generator or Pseudorandom 
key Generator.This provides high level of 
security to the content that is published 
online. 
  The question papers with respect to the 
secret keys are enclosed within the folder 
and a common key is generated for the 
folder to access it. On successful login by 
the college, the server authenticates the 
college for authorization. Now the college 
decrypts the folder key i.e. the common key. 

This improves the system level security to 
greater extent. 
   When the registered student logins the site, 
student gets authenticated by the server and 
QR code is generated with a randomly 
chosed question paper key for the every 
successful login.The student scans the QR 
code and sends request to the admin.The 
admin on receiving the request from the 
student scans the QR code where the 
random key reserved.It checks this random 
key matches with any of the question 
paper’s file key or not. If matched that 
particular question paper is sent to the 
student from the server. Now, the student 
downloads the question paper. 
 
When we think of using symmetric 
algorithm AES algorithm plays a very major 
and efficient role when compared to other 
symmetric methods like RC4,DES and 
RC6.With the help of AES we can encrypt 
the data with the key size maximum of 
128bits,192 bits and 256 bits. Whereas DES 
uses the maximum of key length 56 bits, 
making AES method most efficient one or 
very efficient one. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

admin 

Random key 
generation for each 
question paper file 
using AES algorithm  

File uploading 
to server and 
common key 
generation 

College decrypt 
the common key 

Random QR 
generation 
using AES 
algorithm 

QR scanning 
and request 
to the server 
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MODULES 

 
1. ADMIN UPLOAD THE DATA 

WITH SECRET KEYS 
   In this module, admin will upload 
the data (Question paper).once 
uploaded the secret keys are 
generated with respect to each 
question paper with the help of the 
algorithm. 
 

2. ADMIN SENDS KEY AND KEY 
VERIFICATION 
 
Each question paer file is enclosed 
within a common key called folder 
key and this key is sent by the admin  
to the registered college. This key is 
used by the college to access the 
folder. 
 

3. SENDING BARCODE REQUEST 
AND ADMIN RESPONSE 

 
   On the successful login, registered 

student contains the QR code in the 
inbox which contains the random 
key (secret key). 

 The student on receiving the QR 
sends request to the admin.The 
admin now decrypt the random key 
and and sends the matched random 
question paper to the student. 

 Student now receives the question 
paper according to the request sent 
through QR.  

 
 
 
 
 
           

      

 
DEVELOPMENT TOOLS 
 

The security system is designed is 
designed in the eclipse java platform. Since 
java language is robust it is used in our 
system. The backend used here is sql server 
to handle the client and the server request. 
The front end design is made using jsp and 
the servlet.. 

 
DISCUSSIONS 

This paper discusses the importance of data leak 
aging in online and preserving the privacy of 
sensitive information .It solves the problem of 
question paper leakage and preserves the 
examination standards through the concept of 
generating the random key. Here the QR code 
request to admin from the student play a key role 
in determing the security of question paper, 
since the request is made directly from the 
student instead of the intermediate organization 
or with the involment of college management. 

RESULT ANALYSIS 

           Our security system solves the 
problem of leaking the question papers in 
education systems. It preserves the 
educational ethics. It prevents the misuse of 
paper leakage. It is very much useful in 
competitive exams, school and college 
entrances exams so that we can identify the 
efficient and true talent. Currently this type 
of security is highly in demand to avoid all 
the data leakage issues. Our security system 
preserves the education standards 
effectively. Our system works effectively , 
further improvements can be made on the 
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timestamp values and algorithms can be 
made strong. 

FUTURE WORKS 

In future, this way of security can be increased 
further by implementing with the timestamp.The 
validity of QR code request lasts for some 
stipulated time.If it goes beyond that time we 
will incorporate the new idea of resending the 
QR code. We can use this algorithm to work 
with multinational databases to enhance the 
security of data. 

CONCLUSION 

In this paper, we make use of multivariable 
algorithms to generate the random keys to 
strengthen the data transmitted over the 
internet.Hence the problem of data misuse 
and illegal access can be avoided.It 
improves the privacy preserving data 
publishing schemes to work more effective. 
Thus eradicates the privacy data leakage 
during the transmission of online file 
transfer and in data publishing. 
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