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Abstract— Enhancement of a promising and efficient key 
distribution is the cornerstone of security for which cryptographic 
methods are applied to guard the privacy of smart devices in the 
internet of things (IoT). However, when using conventional key 
distribution in real time mobile services, it is usually deficient to 
build multiple channels with strong security simultaneously on a 
single data server. Therefore, we focus on preserving privacy of 
client records in health care applications by collecting or 
monitoring real time and remote  data  commonly  observed using 
Identity – Based Key Encapsulation Mechanism. Further, we 
operate the one-pass communication with asymmetric key 
distribution which avoids data leakage. Using data table that is 
created inside the cloud for storage, the data dropout is rectified. 
Our instantiated system provides strong security on real time 
services over cloud IoT.. 
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I. INTRODUCTION 

Mobile services, with the development of smart devices like 
emerging wearable sensors, are important building blocks for 
the Internet of Things (IoT). Those smart devices are the 
potential sources that senses large amounts of data at the 
periphery of the IoT, and also possess mobility along with 
people or vehicles and sufficient computational capability for 
complex operations. These services bring many conveniences 
for avoiding security risks while mobile clients apply smart 
devices to register the services. Since their personal privacies 
(especially identities) are bound to the smart devices, Mobile 
services rely on wireless media for communication, and 
personal data can be easily leaked to outsiders. Consequently 
encrypting outsourced data using cryptographic methods, it is a 
promising approach to preserve the confidentiality of the data 
with provable security during transmissions. However, before 
ensuring the confidentiality of the data, the preliminary 

 
task for establishing secure mobile services is key distribution. 
Key distribution is important for establishing secure services. 
In previous work, it has been shown that smart devices 
establishing secure networking using Symmetric keys with 
computationally robust nodes has strong security than trust- 
relied systems. Though several works have been proposed for 
wireless channel secret key extraction techniques that can 
avoid communications for distributing keys, key distribution 
techniques are still indispensable to the security of the IoT in 
many cases. Especially, wireless channel key extraction 
techniques are not applicable through long-distance 
communication between a server and its clients. For example, 
key extraction techniques are unavailable in a common 
scenario of the IoT for health care where the server is a doctor 
in a hospital, and the clients are patients at home. But, it is 

impossible to compute a pair of encryption and decryption 
keys from different wireless channels. And wireless channel 
secret key extraction techniques hardly provide provable 
security, which has been a popular requirement for a secure 
key distribution. The necessity of asymmetric key distribution 
approach for mobile real-time services in the IoT is the 
inspiration of our work. Especially, the monitored medical data 
for health care are highly related to personal privacy, which 
should be normally transmitted as cipher texts. Only the 
specially authorized data managers can read  the real data. 
Such scenarios, occurring to support a doctor monitoring 
patients’ health condition in long distance, has requirements on 
real-time and high efficiency with multiple individual session 
keys for multiple mobile clients. To achieve our goals, we face 
the main challenge of data dropout that is avoided with the 
creation of data table in the cloud. The data table resolves the 
problem of offline data loss and dropout from the client. 
Although non-interaction key distribution [12] has a trivial 
cost for key distribution, it cannot guarantee ultimate security 
for the multiple clients in a single server. Consequently, if a 
key distribution protocol with only one-pass communication 
for multiple mobile clients in batch can be realized in a mobile 
service system, the system will sharply enhance the 
communication efficiency while keeping all security 
satisfactions. 

 
II. RELATED WORK 

Several works prefer cryptographic methods because of the 
provable security they applied. In this section we review the 
previous works and some correlated researches on secure and 
efficient mobile services. Conditional identity based broadcast 
proxy re-encryption [17] is used on recognizing the expected 
collector, intermediary appoints the re-encoded key to the 
beneficiary utilizing the information to be decoded. However, 
block level operations on encrypted data blocks the insertion, 
deletion and update operations which needs to be considered to 
reduce the burden of data owner and secure the services. By 
introducing cryptography to WSN, establishing a secure 
network through pre-distributed keys or keying materials to 
encrypt plaintexts and then exchanging cipher texts by 
computationally robust nodes, applying cryptography show 
much stronger security than trust-relied system [10]. Wang [1] 
proposed a key distribution protocol slightly similar to our 
work, which is evoked by mobile clients while preserving the 
mobile client’s anonymity. Although, it still focuses on the key 
distribution for end-to-end communications. It fails on key 
distribution in batch for multiple mobile clients. And their key 
distribution protocol hardly works while being combined with 
the cloud. Specially, the protocol is unable to guarantee the 
anonymity of clients when delegating their key distribution 
works to the cloud. 

ISSN NO: 2394-2886

Page No: 597

Suraj Punj Journal For Multidisciplinary Research

Volume 8, Issue 4, 2018



  

   

 

 

 

Key Distribution Protocols: Key distribution protocol is 
essential to realize our secure and practical real-time mobile 
services. We compare three categories of key distribution 
protocols which are commonly used in previous work: non- 
interactive key distribution, key agreement, and one-pass key 
distribution. Both in the non-interactive and one-pass key 
distribution protocols, clients need to register and obtain their 
private keys before distributing session keys. This new model 
allows multiple data managers to confidentially distribute 
different session keys to their intended mobile clients online or 
offline with the assistance of the cloud, and improve the 
security requirements according to the new model.  The 
original  model allows one data manager to distribute his 
session keys. In addition, the original instance of our services 
requires a data manager directly broadcasting IBKEM 
encapsulation to the intended mobile clients. Hence, the 
original instance is suitable only for the scenario where all 
mobile clients remain online. In contrast, the new instance in 
this paper achieves search over IBKEM encapsulations and 
allows multiple data managers to distribute their session keys 
with the assistance of the cloud at both online or offline. 

 
III. SYSTEM DESIGN 

 
In the existing system, wireless channel secret key extraction 
technique is used. The received shared key will be used by 
both the sender and receiver for encryption and decryption of 
messages. Only remote area can process the system for 
communication between doctor and patient while online. 
Wireless channel key extraction technique is not applicable 
through long distance communication. It is difficult to compute 
pair of encryption and decryption keys from different wireless 
channels. Data leakage is possible since same key is used for 
both sides. Data dropout rate is high during unnoticed off-
hours. 
Key distribution phase: The Trusted-Third Party generates 
private keys using symmetric encryption protocol for both 
registered doctors and patients. Therefore the key generated 
can be easily leaked to the unauthorized third parties with 
minimum effort as shown in fig 1.1. 

 

Fig 1.1. Key distribution phase 

 
In the proposed system, we instantiate a secure and practical 
real-time mobile services by applying the introduced IBKEM 
scheme. As results, two instances are provided. The one is 
online transformation via cloud, the other is offline 

transformation. Offline transformation is termed with a data 
table inside the cloud server. The proposed design overcomes 
the difficulties of wireless channel key extraction techniques, 
Identity-Based Key Encryption Mechanism (IBKEM) is 
formulated for strong security and efficiency. It initiates 
provable security with asymmetric key function for specially 
authorized server and client. IoT cloud is driven with 
Raspberry Pi sensor kit to enhance the mobile clients records. 
Security requirements such as data leakage, data dropout is 
reduced with high personal privacy. Different wireless 
channels and long distance communication between the doctor 
and patient is enabled. Data table is created at the cloud to 
store all the updations even when the doctor is offline. The 
main inspiration work is the novel key distribution approach in 
the mobile real-time services in the IoT. 

 
 

Fig. 1.2 block diagram 
 

Fig 1.2 represents the process and the workflow of the system 
enhanced with the IoT kit. It is the overall communication of 
the doctor and the client. 

 
List of Modules: 

 
1. Registration and Key Distribution: 

The Trusted Third Party (TTP) is the system organizer of the 
real-time mobile services. It initializes the system parameters 
and generates private and public keys for all registered data 
managers and mobile clients. The system registers the doctor 
and patient details in hospital website. The TTP selects a 
doctor based on patient’s disease. The TTP generates a private 
key and public key for each doctor and patient respectively. 

 
2. Session Key Generation 

The Doctor (data manager) can generate session key for each 
kit (mobile client). Session keys are used periodically to 
encrypt the personal records of the mobile clients, and the 
resulting cipher texts can be decrypted by the intended data 
managers. RSA algorithm is used here to provide asymmetric 
key for encryption and decryption technique. Data managers 
organize real-time mobile services. First they distribute session 
keys to the corresponding mobile clients online or offline with 
the assistance of the cloud for the security of these clients and 
their uploaded data. 
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3. Decrypt the cloud data: 
 

The encrypted cloud data will be sent to the doctor to get the 
original information. The data decryption process is carried in 
two phases:i) online transformation, ii) offline transformation. 
When doctor is online, The data manager can control the data 
as usual through the cloud. The sensed values is decrypted 
using the corresponding private key. Session cookies are read 
by the cloud to know if the doctor is online or offline. When 
the doctor is offline, the sensed values are all sent to the data 
table inside the cloud. This data table is used to store the 
encrypted data using IBKEM mechanism. The encrypted data 
that is stored in the sql data table will be flushed out to the 
doctor portal once his session turns online. 

IV. MATHEMATICAL MODEL 

The RSA protocol implementation 
 

Let S be the Whole system S= {I, P, O} 
I-input 
P-procedure 
O-output 
Input I- 
M = { Hi } 
Where, 
M- message 
Procedure(P)- 
{message,   prime  factorization, cipher text(encryption), 
plain text(decryption) } 
Step1: Message 
In this step primarily user provides message. So input is plain 
text file, which is selected for convertion of cipher text. The 
file is converted to encrypted format and uploaded on cloud. 
Plain text M= “hi” 
Step2: Encryption 
M=’’hi”->89 which is the key(trapdoor) for M 
Let us consider two prime numbers for factorization of M 
P1=53 
P2=59 
Prime factorization N is calculated for public key 
N=p1*p2=3127 
Φ(N) = (P1-1)(P2-1)=3016 
Here, Φ(N)_ defines the measure of breakability of a number. 
The encryption (cipher text), C= Me mod N 
 (89)3 mod 3127 = 1394 

Therefore, C=1394 
Step 3 Decryption 
The private key generated using d 
d= [ 2*(Φ(n) ) + 1 ]/ e 
 [ 2*( 3016 ) + 1 ]/ 3 
 d= 2011 

Using private key let decryption is formulated as, 
(C)d mod N= M 

 
(1394)2011 mod 3127 = 89 “HI” 
M={“HI”} is found as result. 

 
Output(O)- 
To decrypt the message, C is given to the data manager and the 
value of N, C, E is given to the cloud for access of public key. 

S= { I ; P( message, prime factorization, cipher text 
(encryption), plain text(decryption) ) ; O } 
S= {“HI” ; ( M=89, N=3127, C=1394 ,M=89 ) ; “HI” } 

 
V. RSA ENCRYPTION AND DECRYPTION 

 
Data cannot be easily decrypted using the known public key. 
Strong Security on both encryption and decryption side. The 
main challenge of Data leakage is overcome with RSA 
algorithm. Highly secured with different keys to be broken. 
easier to implement than elliptical curve. Data leakage is 
avoided with private key at decryption. Data dropout is 
overcome with the concept of data table for offline storage. 
Anonymous access is not possible in RSA implementation. 
Different wireless channels can have better efficiency in access 
to the proposed system. 

 
Identity Based Key Encapsulation Mechanism (IBKEM) 
scheme: 
With this scheme, one data manager is able to distribute 
multiple individual session keys to multiple mobile clients in 
batch with limited expenses. These mobile clients can 
confidentially upload their real-time personal records for 
online data retrieval. The system is suitable for clients having 
unstable network channels also. Therefore the proposed 
scheme is essentially provable for security and high efficiency 
as demonstrated by analyses. 

 
VI. KIT CONFIGURATION 

 
In the proposed system model we use Raspberry Pi sensor kit. 
The pulse sensor kit connected to the patient to fetch the value 
and encrypts using session key and doctor’s public key and 
send to the doctor. When doctor is online the kit data will be 
directly displayed in doctor’s webpage via cloud application. 
Thus Cloud plays the assisting role by storing data when 
doctor is offline i.e. Incase doctor status is offline the data will 
be stored in the cloud. When the doctor gets online the data 
will be flushed to doctor application. 

 
The Raspberry Pi kit focuses of two sensors, 

 
i) Room temperature and heart beat sense- 

 The kit starts sensing the process once the session  
key is generated by the data manager. 

 The heart beat sensor senses the rate of every minute 
on turns. 

 The room temperature is noted at the same rate. 
 The values are passed in cipher texts to avoid data  

leakage. 
ii) Buzzer for emergency.- 

 Buzzer ring is continuous and can be stopped only by 
the doctor. 

 The emergency alarm is also given to the doctor as a 
record of patient. 

 The buzzer rings as an alarm when the pulse rate goes 
below 30. 
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VII. SECURITY REQUIREMENTS 
 

Key distribution phase: Public key is distributed to the 
registered mobile client for encryption of data. Private key is 
distributed to the corresponding data manager for the data 
decryption. The keys are generated using asynchronous key 
generation function. 
Data retrieval phase: Session key is generated to the client 
once the data manager logs in. RSA algorithm provides 
asymmetric keys to provide strong security against attackers. 
Once session key is given, the kit starts sending its sensing 
values to the cloud. The cloud contains data table in en- 
crypted format of cipher texts. IBKEM is used  to  encapsulate 
the sensing values in the sql data table inside the cloud storage. 
Personal  privacy  is  maintained  by  using  cipher  text 
encryption on the client side. 

 
VIII. CONCLUSION 

 
A  system for   real   time mobile services  is  established 
with data confidentiality and the anonymity of records. With 
this  proposed  system,  data  manager  can  retrieve personal 
records of clients online or offline with the cloud assisted IoT. 
This system is proposed mainly for healthcare services and 
traffic management with satisfied security models using 
IBKEM scheme. When the proposed RSA protocol is 
formulated with larger keys to resolve, it takes years even by 
the most powerful network of computers to break through the 
trapdoor. The trapdoor is a one way function that is easy to 
compute in one direction while is absolutely hardest to reverse 
the process unless the manager has any special information. 
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