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AbstractOnline Shopping is increasing day by day and more people are interested in buying the products of their need from the 

online stores. This type of shopping takes less time and easy for customer. Customer searches the item of his/her need through 

online store and place the order. Only by looking at the rating and by reading the reviews related to the particular product 

customer places the order.  Customer takes comments of other people as the source of satisfaction for the new product buyer. 

Here there is a possibility that the single negative review changes the angle of the customer not to buy that product. So it is 

possible that one review among multiple reviews is fake. This creates the difficult situation for the customer to read fake reviews 

and to make a decision whether to buy or not the product.  In order to remove this type of fake reviews a, we proposes a Fake 

Product Review Finding and Reducing System to provide the users with the original reviews and rating for the products. In our 

proposed system, we can find the given review is genuine or fake so that User can buy a genuine product. 

1. I INTRODUTION 

One of the very rapid climb area is ecommerce. Generally e-commerce provide facility for patrons to 

write down reviews related with its service. The existence of those reviews can be used as a source of 

data . For examples, companies can use it to form design decisions of their products or services but 

unfortunately, the importance of the review is misused by certain parties who tried to make fake 

reviews, both aimed toward raising the recognition or to discredit the product. They share their thoughts 

on internet. Before purchasing anything, it's a traditional human behavior to try to a survey thereon 

product. Supported reviews, customers can compare different brands and can finalize a product of their 

interest. These online reviews can change the opinion of a customer about the merchandise. If these 

reviews are true, then this will help the users to pick proper product that satisfy their requirements. On 

the opposite hand, if the reviews are manipulated or not true then this will mislead user. This will boost 

us to develop a system which will detect fake reviews for a product by using the text and rating 

property from a review. The honesty value and measure of a fake review will be measured by utilizing 

the info mining techniques. Our proposed system uses an algorithm, it will track customer reviews, 

through mining topics and sentiment orientation from online customer reviews and can also block the 

fake reviews. 

              II LITERATURE SURVEY 

[1] Online product review on shopping experience in social media has promoted users to supply 

customer feedback. Nowadays many e-commerce sites allow customers to write down their opinion on 

the merchandise which they buy in the form of reviews or ratings. The reviews given by the customer 

can build or shatter the great name of theproduct. Thanks to these reason company personnel gets a 

thought of standing’s of their product in the market. In order to demote or promote the merchandise, 

spiteful reviews or fake reviews, which are deceptive, are posted within the ecommerce site. This result 

will cause potential financial losses or larger amount of growth in business. We propose a system which 

mainly focusing on detecting fake and spam reviews by using sentiment analysis and removes out the 

reviews which have vulgar and curse words and make the e-commerce site fake review free online 
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shopping center. In this Paper they propose a project which Focuses on detecting fake and spam 

reviews by using Sentiment analysis and removes out the reviews. Sentimental Analysis Algorithm 

Users always gets genuine reviews about any of the products. User can spend money on valuable 

products. 

[2] In this paper ,they focused on detecting fake and spam reviews by using Sentiment analysis and 

removes out the reviews J48 Algorithm, Naive Bayes Algorithm. So in this  proposed system we  will 

save efforts and time by helping the users and business organizations by identifying spams from 

different opinions quickly and also help in purchasing their valuable products from a trustworthy site.  

[3] In this paper ,they focuses on detecting fake review from a set of product reviews by simulating 

fake reviews that incorporates various types of opinion spam review features and building a training set 

and then classifying it using Naïve Bayes classification and ensemble classification model like random 

forest to test the accuracy of the model.  

[4] The proposed work achieved the accuracy of 87% in detecting fake reviews of written in English 

by using intelligent learning techniques which is greater than the accuracy of the previous systems. In 

this paper, they worked with the intention to remove the fake reviews from the original reviews as this 

is becoming the need of the hour. 

[5] The main objective of our work is to create a system which will detect spam and redundant 

reviews and to filter them so that user can collect knowledge about the product. The goal of this paper 

is to enhance customer satisfaction as well as to make online shopping reliable. 

[6] In this paper used the methodology for detecting reviews as Commentator Centric Approach-This 

method is predicated upon the behavior of analysts. This methodology considers data about clients and 

all surveys that are composed with the aid of them. Highlights utilized proper now account age, profile 

image, URL duration, IP address, variety of composed audits through one commentator, maximum 

severe rating every day and so on. Item Centric Approach-this technique for the most component 

facilities around the object related information. Right now, rank of object, value of object and so on are 

taken into consideration as highlights  

[7] In this paper as an outcome of this, the amount of reviews that a product receives is growing 

quickly. Most of the products get thousands of reviews at some websites. Now a days any customer can 

write his opinion text or review, this will attract the individual’s attention and organizations to offer 

undeserving spam opinions to market or to discredit some target products. The prevailing system 

doesn’t restrict spam and invalid reviews and comments. So there's a requirement to develop a sensible 

system which automatically mine opinions and classify them into spam and non-spam category. 

[8] In this paper, we select a subset of highly suspicious reviewers for further scrutiny by our user 

evaluators with the assistance of an internet based spammer evaluation software specially developed for 

user evaluation experiments. We finally show that the detected spammers have more significant impact 

on ratings compared with the unhelpful reviewers. It uses. Sentimental Analysis Algorithm, Naive 

Bayes algorithm. Our results show that our proposed ranking and supervised methods are effective in 

discovering spammers and outperform other baseline method supported helpfulness votes alone.  

 
III PROPOSED FRAMEWORK 

 In our proposed system we find the review is fake or not. If the review is fake the user account 

will be noticed and give warning to the user instruct the user can create maximum two accounts. From 

this account only they can purchase and review the products. That reviews is also a fake the account 

will be blocked. So we can reduce number of fake reviews. So the user can buy a valuable product. 
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Fig.1 Block Diagram 

 

IV SYSTEM ARCHITECTURE 

A system architecture which describes conceptual model that defines the structure, behavior, and 

more views of a system. An architecture description is a formal representation of a system, which are 

organized in a way that supports reasoning about the structures and behaviors of the system. System 

architecture comprises about system components, the externally visible properties of these components, 

the relationships (e.g. the behavior) between them. It can provide an idea from which products are often 

procured, and systems developed, which will work together to implement the general system. There are 

efforts to formalize languages to explain system architecture; collectively these are called architecture 

description languages.  
 

 
 

Fig 2 MODULES AND DESCRIPTION 

1. Admin Login 

The user will have a separate registration and login process. Administrator can login to the system 

using his admin ID and password. 

2. Add product 
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             The admin will add the product in the website where the user wants to buy. There will be many retailers 

where they wish to sell the product using the implemented website system. The system can add product 

as per user’s wish. 

3. Delete Review 

             Admin will remove the user review such that the review is tracked by the system as fake. 

4. Block user account 

  If the user analyzed as fake or spam user then the user will be blocked from the website system. The 

user can be   known as the spam user and the user review will be deleted by the admin using automation 

system. 

5. User Login 

The user will have a separate registration and login process so that they can easily view the details 

about products and buy the them. Here the user personal details can be easily identified since the user 

details are entered during login process with the username and password. The user password and user 

name helps to create an account. 

6. View product 

            User will login to system using his/her user id and password then they will view their required 

information about products. 

7. Post Review: 

  The user will buy the product and then they will add the reviews. The user will add the reviews 

according to the product they wanted to buy. But some users will add unwanted fake reviews about the 

retailer products. Genuine Reviews only helps the user to identify about the product and then other user 

can buy the product. 

 

V. CONCLUSION 

 From our work we've come to a conclusion that finding the fake review from huge amount of 

unstructured data has become a crucial research problem. Although, a number of the algorithms are 

utilized in review analysis gives good results, but still no algorithm can resolve all the challenges and 

difficulties faced by today’s generation. it's vital to think about certain quality measures like 

helpfulness, usefulness and utility while analyzing each review. From the literature survey there are 

many sophisticated methods given intimately which uses the sentiment analysis with reference to 

different aspects. Our application which can help the user to buy the proper product with none stepping 

into any scams. Our application will do analysis then post the real reviews on genuine product. In future 

we might attempt to improve the tactic of calculating the sentiment score of the reviews. Aim of our 

project is to reinforce customer satisfaction also on make online shopping reliable.  
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