
 

 

 

 

 

 

 

ABSTRACT: Large integer multiplication has 
been widely used in Fully Homomorphic 
Encryption (FHE). Implementing feasible large 
integer multiplication hardware is thus critical 
for accelerating the FHE evaluation process. In 
this paper, low complexity routing for Fully 
Homomorphic Encryption is proposed to reduce 
the area requirement of radix-r butterfly units. 
Fully Homomorphic Encryption (FHE) allows 
computations to be carried out directly on 
cipher texts for ensuring data privacy on 
untrusted servers, thus attracting much 
attention for cloud computing applications. 
However, existing FHE implementations remain 
impractical due to very high time and resource 
costs. The encryption primitive used in the 
integer-based FHE scheme is designed by 
employing the proposed multiplier and modular 
reduction modules. 

KEY WORDS: Fully homomorphic encryption 
(FHE), large integer multiplication, number 
theoretic transform (NTT), operand reduction, 
VLSI architecture. 

I.INTRODUCTION 
Fully Homomorphic Encryption is mainly 
used in the database management systems 
(DMBS). One of the current problems 
associated with the use of databases is the 
challenge of securing and safely storing 
and proper handling of confidential data in 
the remote database. Confidentiality of 
sensitive information can be ensured 
through the use of cryptography. But the 
use of persistent encryption algorithms to 
store information in remote databases can 
significantly reduce the performance of the 
system. There is a problem to perform 
typical database operations on encrypted 
data without deciphering. To solve the 
problem, in MIT researches presented 
Crypt, universal system that provides  

 

 

 

 

 

 

 

Confidentiality and can work with any 
database management systems. Using 
additively homomorphic crypto system 
allows the server to execute SUM, AVG, 
Count queries over encrypted data, but 
other SQL queries use different encryption 
algorithms with the necessary 
functionality. The adaptation of fully 
homomorphic cryptosystem will keep the 
ability to perform typical database 
operations on encrypted data without 
decrypting the data in an trusted 
environment. However, such a 
cryptosystem must satisfy certain 
requirements for functional characteristics 
and computational complexity, which is 
important.  

Fully homomorphic encryption (FHE) is a 
huge achievement in cryptographic 
research in recent years. A FHE plan can 
be utilized to elective perform calculations 
on a figure content without trading off the 
substance of the relating plain text [1]. 
Therefore, a practical FHE plan will open 
the way to various new security advances 
and protection related applications, for 
example, security safeguarding pursuit and 
cloud-based processing. For the most part, 
FHE can be ordered into three 
classifications: cross section based, 
number based, and learning with mistakes. 
One of the fundamental difficulties in the 
improvement of fully FHE applications is 
to moderate the amazingly high-
computational intricacy and asset 
necessities [2]. For instance, programming 
usage of FHE in superior PCs still expend 
critical calculation time, especially to 
achieve vast whole number duplication 
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which more often than not includes more 
than countless bits. For cross section based 
FHE, bit increase is required for the little 
setting with a grid measurement. To 
quicken FHE tasks, different effective 
plans have been proposed to handle 
extensive whole number duplication. 
 
Contrasted with pipelined FFT models, 
memory-based FFT is perceived as a 
progressively achievable for low area 
complexity, particularly for vast size FFT. 
A similar end can likewise be connected to 
NTT, which has similar information 
stream as the customary FFT however 
with an alternate arrangement of twiddle 
factors. Accordingly, memory-based 
FFT/NTT arrangements are appropriate to 
FHE applications that endeavor to quicken 
substantial number increase by 
ASIC/FPGA structure with confined 
equipment cost. For memory-based 
FFT/NTT engineering plans, proficient 
memory the executives plans are typically 
requested to expand the proportionate 
memory data transfer capacity by 
parceling the required memory into a few 
banks. High-radix is usually connected to 
diminish the quantity of activity stages, 
along these lines expanding the subsequent 
execution. There are dependably tradeoffs 
between equipment cost and time 
multifaceted nature for a given application 
determination [3]. 
 
The target of this paper is to quicken the 
encryption primitives in whole number 
based FHE utilizing FPGA innovation. 
This specific FHE calculation is picked as 
a result of the similarly less complex 
hypothesis, littler key size and tantamount 
execution [4]. Additionally, the 
presentation of a bunched FHE conspires 
over the whole numbers guarantees further 
proficiency enhancements. Multiplication 
is a key component in these FHE plans and 
highlights in the encryption, unscrambling 
and assessment steps. Extensive whole 
number FFT duplication has additionally 
been utilized in the recently referenced 

equipment and GPU usage of other FHE 
plans. In this paper we first round the 
equipment design of an expansive number 
multiplier utilizing the FFT calculation and 
how this can accelerate the encryption 
venture of a whole number based FHE 
conspire. Future work will research the 
effect of the equipment multiplier on 
alternate strides inside the FHE plot. In 
particular, we present the main equipment 
execution of encryption crude required for 
FHE over the numbers [5]. 

II.RELATED WORK 
In Gentry’s scheme to go from somewhat 
homomorphic encryption scheme to a fully 
homomorphic encryption scheme is used 
bootstrapping. When a cipher text becomes 
too large or too noisy is increases 
unacceptable, the encoder can use the 
somewhat homomorphic encryption 
scheme to evaluate the decryption function 
on the cipher text, using encrypted private 
key that is part of public key. So this 
encryption process encrypts plaintext 
again, that is less noisy and more compact. 
In order to remain an effective scheme, it 
is necessary to almost homomorphic 
scheme could securely encrypt your 
private key and verify the correctness of 
the decryption function.  

For this to be effective, the somewhat 
homomorphic cryptosystem has to 
securely encrypt its private key and 
capable of evaluating the decrypt function. 
Also Gentry uses squashing of the 
decryption that allows get the decrypt 
function as function that somewhat 
cryptosystem can homomorphically 
evaluate. Gentry’s homomorphic 
encryption scheme based on the ideal 
lattices and two operations must be 
computable over rings for homomorphicity 
these operations. The disadvantages of 
Gentry’s fully homomorphic encryption 
scheme is impractical (it implements 
slowly and keys and cipher texts is large), 
the fact it is based on new and relatively 
untested cryptographic primitives. One 
year after the creation of the first fully 
homomorphic encryption scheme Dijk, 
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Gentry, Halevi, Vaikuntanathan proposed 
fully homomorphic encryption scheme that 
using elementary modular arithmetics (it 
works over the Integers) and use Gentry’s 
techniques to convert somewhat 
homomorphic cryptosystem to fully 
homomorphic encryption scheme.  

 
In Smart and Vercauteren modified 
Gentry’s fully homomorphic encryption 
scheme. Somewhat homomorphic 
encryption scheme’s public key and 
private key are two large integers (one of 
them is shared by both keys), the cipher 
text consists of one large integer. So, the 
new encryption scheme gives smaller 
cipher text expansion and the key length is 
shorter than the Gentry’s original scheme. 
It also allows SIMD style encrypt data in 
multiple finite fields of characteristic two 
at the same time. Three aspects of security 
were analyzed for this scheme by 
researchers. Key recovering and 
onewayness of the encryptions are related 
to well-studied problem Small Principal 
Ideal Problem in number theory. The 
semantic security of somewhat 
homomorphic encryption scheme based on 
Polynomial over ideal lattices. 
 

Developing a fully homomorphic 
encryption schemes that singly encrypt 
each bit and using the principles of the 
gentry schemes, a class of fully 
homomorphic schemes has been extended.. 
These cryptosystems based on problem in 
machine learning as LWE-problem 
(Learning with errors (LWE) problem), 
which was formulated. LWE problem is as 
hard to solve as several worst-case lattice 
problems. In Halevi, Vaikuntanathan 
presented the somewhat homomorphic 
encryption scheme that based on 
encryption scheme by Gentry. The new 
scheme allowed to perform any number of 
additions, but only one multiplication for 
the plain data. The main advantage of this 
schemeis encryption of the u mm size bit 

matrix at a time. Shuguang, Xiaoyan 
developed multy-bit.  

Homomorphic encryption scheme allowed 
perform any number of additions and more 
than one multiplication for the plain data. 
Brakerski and Vaikuntanathan presented. 
LWE-based completely homomorphic 
encryption plot. This plan isn't utilized 
squashing, and presented another 
measurement modulus decrease system, 
which abbreviates the ciphertexts and 
lessens the decoding multifaceted nature, 
without presenting extra suspicions. 
Following the development of the 
Brakerski and Vaikuntanathan scheme, 
other LWE-based fully homomorphic 
encryption scheme began to develop. 

III. EXISTED SYSTEM 
The below figure (1) shows the 
architecture of existed system. In this 
system consists of two NTT units, a 
resolve carries unit, an AGU, a controller 
unit, and several memory units.. A NTT 
unit includes one radix-r BU, r 64-bit 
estimated multipliers (Mul Mod), one 
radix-r switcher, and one support. All of 
the two NTT units gets to data from two 
single-port SRAM banks. The ROMs are 
used to store the related twiddle factors, 
i.e., the powers of the rough Nth base of 
solidarity in Zp, for NTT/INTT 
estimations. 
 
Generally, the single-port memory 
structure is preferred over the multiport 
memory for its area efficiency. An 
additional benefit is that only one AGU is 
needed to access the memory for a radix-r 
BU. Because the data flow of NTT is the 
same as that of the conventional FFT but 
with a different set of twiddle factors 
defined over the finite field, we can adopt 
the memory structure and extend the 
associated addressing algorithm (the AE 
algorithm) to implement an area-efficient 
memory based NTT/INTT. For seamless 
data transfer among the NTT, INTT, and 
resolving carries computations, different 
memory addressing algorithms are 
required for the three computations to 
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access the shared memory. This paper 
focuses on deriving efficient memory 
addressing schemes based on prescheduled 
data flows for further reducing the 
hardware requirement. Note that the 
conventional IFFT can be obtained by 
performing an additional complex 
conjugate operation on the input data and 
then reusing the FFT hardware to get the 
result. 

 
Fig. 1: EXISTED ARCHITECTURE 

Here the NTT1 and NTT2 units are 
utilized to complete NTT calculations of 
the two information operands in the 
meantime. Furthermore, we reuse the 
NTT1 unit to perform INTT calculation of 
the after effect of point-wise duplication. 
Each NTT input information has 64 bits 
and the radix-r BU is utilized to process r 
input information. The information are 
stuffed utilizing the proposed operand 
decrease plans and after that handled 
dependent on 192-piece tasks in the BU. 
The Mul Mod unit is fundamentally a 64-
bit particular multiplier, in which a couple 
of secluded increments and subtractions 
are utilized to satisfy the augmentation of 
the BU yield information and a picked 64-
bit esteem. The picked esteem can be a 
twiddle factor from ROMs, a consistent 
estimation of 1, BU yield information of 
the NTT2 unit for performing point-wise 
augmentation, or the opposite esteem N−1 
for INTT calculation, contingent upon the 
current operational status.  
 
The radix-r switcher is utilized to play out 
the temporal information movement for 
NTT/INTT calculations. In addition, to 
lessen the basic way delay in NTT units, 

the BU (butterfly unit) is actualized in a 
five-arrange pipelined structure, and the 
Mul Mod unit has four pipelined stages. 
The cushion is utilized to store and 
reschedule NTT/INTT yield information 
for accomplishing struggle free memory 
get to. The determination conveys unit, 
executed with convey look forward 
expansion, is embraced to deal with the 
conveys with the INTT yield information 
and acquire r digits of the duplication 
result at once. Note that every digit of the 
augmentation result contains b bits for 
base B = 2b. 

IV. PROPOSED SYSTEM 
The above figure (2) shows the 
architecture of proposed system. In this 
system we use routing procedure, fully 
homomorphic encryption unit, Arithmetic 
unit, Bit control unit. The entire system is 
divided into two parts. One is transmitted 
part and another is receiver part. In 
transmitter part bit control unit, routing, 
arithmetic unit and fully homomorphic 
encryption functions are performed. In the 
same way in receiver part inverse 
operations are performed as shown in 
figure (2).  Bit control unit will control the 
overall operation. Arithmetic will perform 
the addition operation of the system. The 
fully homomorphic encryption unit will 
provide security for the system. Routing 
procedure will sends the data after 
detecting the faults occurred in the system.  

 
Fig. 2: PROPOSED SYSTEM 

A. BIT CONTROL UNIT 
The Control unit (CU) is digital hardware 
contained inside the processor that 
arranges the succession of data passing 
into, out of, and between a processor's 
many sub-units. The consequence of these 
steered data passing’s through different 
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digital circuits (sub-units) inside the 
processor creates the controlled data 
expected by a software guidance (stacked 
prior, likely from memory). It controls 
(conducts) data stream inside the processor 
and moreover gives a few outside control 
signals to the remainder of the PC to 
further direct data and guidelines to/from 
processor outer goals (for example 
memory).  
B. ROUTING 
Routing is the way toward choosing a way 
for traffic in a system or between or over 
different systems. Comprehensively, 
routing is done in numerous sorts of 
systems, including circuit-switched 
systems, for example, the open switched 
phone organize (PSTN), and PC systems, 
for example, the Internet.  
C. ARITHMETIC UNIT 
An Arithmetic Logic Unit(ALU) is a 
combinational advanced electronic circuit 
that performs number-crunching and 
bitwise tasks on integer binary numbers. 
This is rather than a gliding point unit, 
which works on skimming point numbers. 
An ALU is an advanced circuit used to 
perform number juggling and logic tasks. 
It speaks to the key structure square of the 
focal preparing unit (CPU) of a PC. 
Present day CPUs contain extremely 
ground-breaking and complex ALUs. 
Notwithstanding ALUs, current CPUs 
contain a control unit (CU). 
D. FULLY HOMOMORPHIC 

ENCRYPTION 
A straightforward and effective answer for 
safeguarding the security of client data in 
cloud-based administrations is to scramble 
the information that is sent to the cloud. Be 
that as it may, this basic arrangement has a 
noteworthy downside in that if the 
information is encoded utilizing a 
customary encryption technique (for 
instance, utilizing the AES square figure), 
at that point the cloud is unfit to work on 
the information if it is unscrambled. 
Obviously, on the off chance that we, at 
that point share with the cloud the secret 
unscrambling key, we are starting over 

from the beginning where we have no 
protection ensures on the information.  

V. RESULTS 

 
Fig. 3: RTL SCHEMATIC 

 
Fig. 4: TECHNOLOGY SCHEMTAIC 

 
Fig. 5: OUTPUT WAVEFORM 

VI. CONCLUSION 
In this paper, an efficient VLSI 
implementation of low complexity routing 
for full homomorphic encryption is 
proposed in this project.  A set of design 
optimization strategies were applied to 
improve the performance and reduce the 
area. The control unit was synthesized 
with an estimated core area. Arithmetic 
unit performs its operation in effective 
way. The entire operation depends on the 
procedure of routing. This routing decided 
the location of each active element. 
Experimental results showed that the 
proposed encryption system is faster than 
CPU and provides security in efficient 
way. At last the proposed system reduces 
the number of operands.  
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